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EXECUTIVE SUMMARY 
 
Businesses are continuously exposed to a changing business environment which 
may either exert positive or negative influences on profitability. The banking 
industry, in particular, is highly competitive and bank failures can have significant 
consequences for customers. Commercial banks, therefore, have a responsibility 
to protect their customers by implementing sound risk management strategies. In 
light of the recent financial crises (since 2007), risk management has once again 
become a popular topic of discussion since adequate risk management should 
have prevented or minimised the impact of the risks faced by failed banks. 
 
The primary objective of this study was to develop a framework that could be 
used by South African commercial banks to investigate risk management. 
Qualitative research was conducted in this regard. From this, findings and 
recommendations were derived in order to provide banks with a tool by which 
they could assess their exposure to risk. 
 
Various journals, websites, newspapers, bank reports and textbooks were 
consulted in support of the literature. The literature provided background 
information on the history and development of the risk management process. 
Considerable attention was given to the categories of risk that an adequate risk 
management framework should address. Furthermore, the current models used 
to manage risk in commercial bank were provided, as well as the specific 
reasons for bank failures. 
 
The main findings of this study were the identification of the most significant 
reasons for banking failures. These were identified as capital inadequacy, credit 
risk due to non-performing loans and a lack of banking supervision. In addition to 
these reasons, several other contributing principles were identified as important 
factors to be included in a risk management framework. A risk management 
 
x 
 
x 
 
framework was thus constructed in Table 5.1 based on the literature regarding 
global banking failures and the relevant conclusions made by the researcher.  
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CHAPTER ONE 
INTRODUCTION AND BACKGROUND TO THE STUDY 
 
1.1 INTRODUCTION 
 
Businesses are continuously exposed to a changing environment that may have 
positive or negative influences on them. The business environment can be sub-
divided into internal and external ones. The internal (or micro) business 
environment consists of variables that can influence a business through the 
direct or indirect efforts of management. The micro business environment 
variables include the mission and vision of the business, its organisational 
structure and its objectives and goals (Du Toit, Erasmus & Strydom, 2010:109). 
The external environment can be further divided into the market and macro 
environments. The market environment consists of variables such as consumers, 
suppliers, intermediaries and competitors, which can influence the business and 
which management has no direct control over. The external environment consists 
of variables such as technological, economic, social, political and international 
forces. Management cannot influence the macro environment, but it can limit the 
effect the macro environment variables have on the business (Bosch, Tait & 
Venter, 2011:41). The external macro environment, in particular the economic 
variable, is of great concern to the banking industry. The economic variables 
include the rate of inflation, consumer income, fluctuations of the interest rate 
and the exchange rate. 
 
Banking industries are competitive and banks operate in an environment that is 
influenced by many different variables. Due to this competitive business 
environment, in which banks are exposed to many risks, there is a need to 
identify and manage all the various risks that commercial banks are exposed to. 
The level of a commercial bank‟s risk exposure changes regularly. Therefore, a 
key challenge to manage risk adequately is providing timely risk information. 
Taking risk is a crucial part in growing any business, including commercial banks 
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(Raghavan, 2003:842); therefore, it is important to develop a framework that will 
assist commercial banks to identify, analyse and control risk. Commercial banks 
assume various kinds of risks while providing financial services. The specific 
risks faced by commercial banks include market, credit, counterpart, liquidity, 
interest rate, operational and legal ones (Santomero,1997:8). A proper 
understanding of the specific risks that contribute to a bank‟s exposure will 
reduce its loss in revenue and capital (Voon-Choong, Hway-Boon, Kok-Thim & 
Yueh-Sin, 2010:121). Stulz (1996:12) further argues that if the specific risks 
faced by commercial banks can be adequately managed, this will create value for 
them. An overview of the broad risks that affect the banking industry will be 
provided in this chapter. These include strategic risks, operational risks and 
financial risks.  
 
1.2 BACKGROUND TO THE STUDY  
 
The 2007-2009 financial crisis had the effect of introducing more risk to the 
business environment and negatively affected the proper functioning of banks 
and other financial institutions. As a result, an ability to efficiently manage 
banking risk became critical to ensure the sustained existence of banks (Driga, 
Guta & Nita, 2009:42).In addition, good risk management can also be favourable 
to banks as it acts as a competitive advantage since it maintains stability, 
continuity and supports revenue and earnings growth (Giurca Vasilescu, 2008).  
 
In order to develop a framework that can be used by commercial banks to 
investigate risk management, it is important to understand all the various risks 
that banks are exposed to on a daily basis. These are divided into three broad 
categories namely, strategic, operational and financial risks (Vojta, 1992:35). 
 
Strategic risks include those that could possibly affect commercial banks‟ future 
performances and those which are encountered during the general business 
cycle. The general business cycle of banks is their economic growth and decline 
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due to changing employment and random interest rates. Strategic risks include 
social factors such as income distribution and developments in technology. It is 
the responsibility of senior management to account for the impact of these 
factors on commercial banks. Operational risks include incorrect decisions on 
research and development, marketing and distribution strategies, manufacturing, 
labour and material sourcing. Financial risks include customers defaulting on 
payments, fluctuating interest rate levels, currency exchange rates, commodity 
prices, liquidity, equity prices, pension fund obligations, insurance and tax 
changes. 
 
Typically, banks separately manage financial, strategic and operational risks. 
However, since these risks are constantly interacting with one another, it is 
challenging to manage them independently from the effects of the additional 
contributing risks. In the case that financial risks become a reality, global risk 
management represents the best way banks can protect themselves against 
environmental factors. Therefore, all banks should establish a global risk 
management framework that addresses the following four requirements (Driga et 
al, 2009:42): 
 
 risk identification - The risks that affect a specific industry must be determined 
as well as the possible outcome of the risks; 
 risk assessment - The level of risk must be evaluated and compared against  
benchmarks or other standards in order to determine what level of risk is 
acceptable; 
 risk control - An internal control system must be implemented in order to 
protect the assets of businesses against the specific risks that have been 
identified; 
 risk avoidance, reduction or shifting - This describes either covering the risks 
from the general reserves of the bank, transferring the risk to an insurance 
company or trading in options and commodities. 
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Oldfield and Santomero (1997:34) suggest that the various risks identified by 
Vojta (1992:35) can be managed in three different ways: 
 
 risks can be eliminated or avoided through the standardisation of processes 
and procedures, diversification of portfolios and employee accountability. 
 Employees in the workplace are held accountable for the specific tasks 
assigned to them to ensure the tasks are completed properly; 
 risks can be transferred to other participants. By utilising interest rate 
products such as swaps, interest rate risk can be transferred. An interest rate 
swap is a contractual agreement between two parties to exchange interest 
payments for a specific period of time, based upon an agreed amount (Skarr, 
2004:1); 
 risks can be actively managed at the business level. Instead of transferring 
the risk to other participants, banks can manage the risk by absorbing them 
through their own resources such as their financial ones. 
 
It should, therefore, be clear that risk is comprised of several factors that require 
adequate management. The different ways suggested by Oldfield and 
Santomero (1997:34) to manage risks can be used as tools by commercial banks 
to protect themselves but also as a means to protect the interests of their 
customers. Risk management is undoubtedly a complex necessity; however, 
there is presently no specific risk management framework available to provide a 
guideline to South African banks.  
 
It is, therefore, important to study risk and its management. Thus, the purpose of 
this study is to provide a framework for investigating risk management in 
commercial banks and analyse the current methods available to minimize the 
impact of risk on banks. 
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1.3  LITERATURE OVERVIEW 
 
In this section, a brief literature review will be provided of the definition of 
commercial bank risk management as well as a summary of the history and the 
importance of risk management. 
 
1.3.1 Definition of Commercial Bank Risk Management 
 
Hollman and Forest (1991:49) define risk management as a process that 
“involves the protection of the business‟s assets and profits”. Risk management 
is further described as a method for utilising the business‟s physical, human and 
financial resources to achieve certain objectives that refer to risk exposure. Pyle 
(1997:2) describes risk management as the process by which managers identify 
key risks, obtain consistent, understandable and operational risk measures, 
choose which risks are the most threatening to commercial banks and establish 
procedures to monitor the resulting risk position. According to Kloman (1999a), 
risk management is a discipline where there is always the possibility that future 
events may cause adverse effects such as large financial losses. Bauer and 
Ryser (2002:331) state that risk management is the possible distribution of the 
future value of the banks‟ assets with the assistance of a set of hedging 
strategies. Risk management is defined another way as, “Commercial bank risk 
management is to predict, avoid, eliminate or transfer the operation risk by 
means of risk analysis, risk prediction or risk control in order to decrease or avoid 
economic loss and to guarantee the security of operational capital as well as the 
financial system” (Jin, 2006:76).  
 
In light of the above definitions, risk management can be summarised as a 
deliberate action to minimise the effect of an unpredictable event that could lead 
to a loss of financial, physical and human resources. This deliberate action 
involves the identification, analysis and control of risk in order to ensure the 
strong financial position of commercial banks in the long term.   
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1.3.2 The History and Origins of Commercial Bank Risk Management 
 
The history of developments in commercial bank risk management has been 
summarized in five phases by Yunfeng, Junwen & Xiaoyan (2008:31). 
 
In the first phase, before the 1960s, risk management of asset operations and 
liquidity keeping of bank assets was the focal point of commercial bank risk 
management.  
 
During the second phase, between the 1960s and 1970s, bank risk management 
focus shifted from operations risk management to debt risk management.  This 
was caused by the banks placing substantial importance on capital borrowings in 
an effort to keep or increase asset revenue.  
 
The third phase in bank risk management development was characterised by 
significant changes in the international market interest rate. This period took 
place between the 1970s and 1980s and caused the unsuitability of single asset 
risk or debt risk managements. As a result, a new theory was developed: the 
asset-debt risk management theory. This theory addressed the coordinated 
management of asset and debt operations. In 1973, a new option pricing model 
was developed by Black-Schole-Merton and this theoretical model was used to 
aid the development of real quantitative risk management. Following the 
execution of these models, the appearance of relevant financial derived tools 
were implemented including debt operations, asset operations, gap and asset-
debt integrated management.  
 
A better understanding of risk was achieved during the fourth phase of risk 
management development which spanned the 1980s. Due to extensive 
competition in the bank industry, several limitations were observed in the original 
asset-debt risk management theory. Since then, off-balance sheet theories and 
financial engineering were steadily used in commercial bank risk management. 
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The off-balance sheet theories and financial engineering have had the effect of 
broadening the operation range of commercial banks by applying applied 
mathematics, informatics and engineering to risk management. For the first time, 
banks were forced to focus on the prevention and management of credit risk due 
to the influence of the global debt crisis during the 1980s.  
 
The fifth risk management phase is defined as the 20-year period following the 
developments in the 1980s. This phase was characterised by the rapid growth of 
the gross economic value and economic modes. A consequence of this rapid 
growth was the expansion of the operational type and scale of commercial banks 
as well as the development of risk management modes and contents in 
international bank industries. New requirements for commercial bank risk 
management were needed due to the additional complications attributed to 
increased competition. Due to a successive series of bank crises, it became 
evident that the financial losses were no longer caused by a single risk (Yunfeng 
et al, 2008:31). 
 
In summary, commercial bank risk management has undergone significant 
changes. Whilst risk management initially focused on operational risk, this 
progressed to an emphasis on debt risk management. Shortly thereafter, 
financially derived tools were implemented and this, ultimately, led to a better 
understanding of risk management. Risk management has since grown in 
importance and is a critical component of commercial banks‟ strategic planning. 
 
1.3.3 Factors Influencing the Risk Exposure of Commercial Banks 
 
The factors that influence the financial risk exposure of commercial banks, as 
described by Voon–Choong et al (2010), include the following: 
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 Liquidity management 
Santomero (1997:10) describes liquidity risk as “a funding crisis” and 
associates this risk with unexpected events such as a national currency crisis. 
Banks have a commitment to their depositors, which involves attaining 
enough liquid assets to meet customer demands. This, however, exposes the 
bank to liquidity risk. The likelihood of financial losses increase as liquidity is 
generated by disposing of illiquid assets to meet the demands of depositors 
(Allen & Jagtiani, 1996; Diamond, 1999). Banks that commit themselves to 
lending also expose themselves to the risk of unforeseen liquidity demands 
from their borrowers. However, the liquidity insurance role of banks renders 
them susceptible to the possibility of insufficient funds to meet depositors‟ and 
borrowers‟ demands (Gatev, Schuermann & Strahan, 2006:1).  
 Interest rate risk 
The interest rate risk is a concern to banks due to the nominal nature of their 
assets and the balance between assets and liability maturity (Hasan & 
Sarkar, 2002). However, it has been reported that higher interest rates have a 
positive impact on banks, provided homeowners do not default on their 
payments (Hanweck & Ryu, 2004; Hyde, 2007).  
 Credit risk 
This is one of the earliest forms of identified risk and causes the most 
financial losses (Bo, Qing-Pu & Yun-Quan, 2005; Broll, Pausch & Welzer, 
2002). Research undertaken by Santomero (1997:9) identifies credit risk as 
the effect of borrowers‟ non-compliance. This non-compliance is 
demonstrated by borrowers‟ inability to adhere to the terms of their contract. 
In other words, if borrowers defect on their credit payments, banks are 
exposed to credit risk. Credit premiums charged by the banks increase in 
proportion to the amount of credit risk, therefore improving the net interest 
margin (Hanweck & Ryu, 2004). 
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1.3.4 Previous Research on Commercial Banks‟ Risk Management 
 
Previous research on commercial bank risk management has been conducted in 
several countries. The factors affecting banks‟ risk exposure were researched in 
Malaysia by Voon-Choong et al (2010) and it was concluded that there are five 
main factors that contribute to the risk exposure of its banks. These include the 
liquidity and interest rate, the domestic market, the international market, the 
business operation and the credit factors (Voon-Choong, et al, 2010:123-124).  
 
In India, failures of commercial banks due to operational risk resulted in 
policymakers (Basel and the Reserve Bank of India [RBI]) introducing practical 
risk management mechanisms. Consequently, the RBI issued guidelines on 
operational risk management in October 2005. Recent investigations by Bodla 
and Verma (2008) studied the implementation of this risk management 
framework by the commercial banks. The results indicated that irrespective of the 
size of the bank, more than 60% of the Indian banks surveyed are following 
these guidelines and are designing their risk management and operational risk 
management frameworks based on them. 
 
Research examining the applicability of the standardised framework proposed by 
the Basel Committee on Banking Supervision (2004) was conducted by Entrop, 
Wilkens & Zeisler (2009) to quantify the interest rate risk to banks. Through the 
use of data accessed by the German universal banking system, it was found that 
estimates of the interest rate risk are very sensitive to the framework‟s 
assumptions. It was concluded that the results obtained from using the 
standardised framework in its current specification should be treated with caution 
when used for supervisory and risk management purposes. 
 
Due to the available literature focussing primarily on banking risk management in 
foreign countries, it would be of benefit to investigate banking risk management 
in South African banks. 
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1.4 PROBLEM STATEMENT 
 
The problem statement of this study is to establish a framework that will facilitate 
in the investigation of risk management in commercial banks.  
 
The questions that will be addressed in this study are: 
 
 What is risk management in commercial banks?  
 What different types of risk are involved in the banking industry? 
 What previous research has been done on commercial bank risk 
management? 
 What components should be included in a risk management framework for 
banks? 
 
Following the above discussion, it is clear that research into an adequate 
framework to investigate risk management in South African commercial banks is 
required. 
 
1.5 RESEARCH OBJECTIVES 
 
The objectives of the study are two-fold and include primary and secondary 
objectives. 
 
1.5.1 Primary objective  
 
The primary objective of this study is to analyse the published literature regarding 
risk management in commercial banks so as to establish a possible framework to 
investigate risk management in South African commercial banks. 
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1.5.2 Secondary research objectives  
 
In order to give effect to the primary objective of this study, the following 
secondary research objectives have been formulated: 
 
 to conduct a literature review based on commercial bank risk management by 
focussing on an overview of risk management in general. In addition, the 
definition and importance of risk management in commercial banks will be 
investigated as well as the factors that influence their risk exposure. The 
history of commercial bank risk management and all previous research on it 
will also be discussed. 
 to analyse literature on risk in the banking industry, specifically with regards to 
the management of risk in the banking industry. 
 to develop a framework to investigate risk management in commercial banks 
which can be applied in South Africa. 
 to provide conclusions and recommendations based on the findings. 
 
1.6  RESEARCH DESIGN AND METHODOLOGY 
 
Quantitative research uses questionnaires, surveys and interviews to gather 
information on people‟s attitudes, emotions and thinking. The information 
gathered is then translated into a statistical format.  Qualitative research is based 
on people‟s opinions, descriptions and quotes (Shields & Twycross, 2003) and 
differs from quantitative research in that it does not rely on statistical information.  
 
For the purpose of this study, the qualitative research method will be used. Desk 
research will be performed rather than using statistical data. Desk research 
describes a “collection of secondary data or that which has already been 
collected” (Hague, 2011:1). Literature will be reviewed regarding an overview of 
risk in banking in this study.  
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As only a theoretical study will be undertaken, the data will be sourced from 
articles published in reputable journals and newspaper articles. International and 
national data searches will be done by the Library of the Nelson Mandela 
Metropolitan University and the following databases will be used: EBSCO: 
MasterFile Premier, Business Source Premier, Academic Source Premier, FS 
Articles First, Emerald and Google. 
 
Data will be accessed from other international and national libraries by means of 
the inter-library loan facilities at the Nelson Mandela Metropolitan University.  As 
far as can be ascertained, no similar research study has previously been 
undertaken in South Africa. 
 
Primary sources are documents such as diaries, interviews, speeches and 
autobiographies that represent the records of research as first described. Primary 
sources offer a first-person account of the event. 
 
Secondary sources are an analysis and interpretation of primary sources. 
Secondary sources include magazine articles, textbooks, journal articles and 
newspapers (McCaston, 2005:2).  
 
In this study, articles, journals, conference papers and newspaper articles will be 
used; therefore, this study will be comprised of secondary research sources. 
 
1.7  SCOPE AND STRUCTURE OF THE RESEARCH 
 
This study will address the published literature on risk management available for 
both global and South African banks.  
 
The structure of the research will be as follows: 
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Chapter One: Introduction and Background to the Study  
This chapter will introduce the subject of risk management and the importance of 
undertaking the study. In addition, this chapter will chronicle the history and 
development of risk management. 
 
Chapter Two: Risk Management in Perspective 
This chapter will present an overview of the risk management literature available 
and includes the topics: 
 
 Definition of risk management; 
 History and development of risk management; 
 Factors influencing risk management; 
 The advantages of risk management. 
 
Chapter Three: Components of Risk Management in Banks 
This chapter will address the current risks in banking and how banks manage 
these. This chapter also highlights the reasons for bank failures for both 
international and local banks. 
 
Chapter Four: Risk Management Framework 
This chapter will provide a framework that could possibly be used by South 
African commercial banks to investigate risk management. 
 
Chapter Five: Summary and Conclusion 
This chapter will present a concise summary of the research, pertinent 
conclusions and recommendations to banks, as well as the final framework to be 
assessed by South African commercial banks.  
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CHAPTER TWO 
RISK MANAGEMENT IN PERSPECTIVE 
 
2.1 INTRODUCTION 
 
The primary objective of this study is to develop a framework to investigate risk 
management in South African commercial banks. In order to perform meaningful 
research and to derive the appropriate outcome, it is necessary to present 
definitions of risk and risk management in particular. Through addressing 
previously researched data and additional relevant literature, detailed 
descriptions of these concepts are presented. 
 
Specifically, this chapter presents the definitions of risk and risk management, 
followed by a detailed summary regarding the broad categories of risk. An outline 
of how risk management developed and how it has been influenced by events 
over time will follow. The chapter concludes with a summary of currently 
available risk management frameworks. 
 
2.2 THE DEVELOPMENT OF RISK MANAGEMENT 
 
Understanding risk enables management of businesses to make rational 
decisions. Risk management guides decision-making in society relating to health, 
protecting life and property, managing financial assets and politics. Society would 
not function without the ability to measure and alleviate risk. For example, 
property insurance, which is a risk management tool, enables the public to qualify 
for mortgages to buy homes and without which only the affluent would be able to 
afford homes. In addition, life insurance is another risk management tool which 
provides peace of mind to households‟ as remaining family members will be 
provided for in the case of death of an income earner (Braddock, 2004:2). In 
order to have a clear understanding of what risk management entails it is 
important to consider a number of significant contributions made towards risk 
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management that have aided in the concept‟s development. Table 2.1 represents 
risk management contributions made from the 1960‟s until the early 2000‟s. 
 
TABLE 2.1: CONTRIBUTIONS TOWARDS THE DEVELOPMENT OF RISK 
MANAGEMENT  
YEAR CONTRIBUTOR 
CONTRIBUTION TOWARDS RISK 
MANAGEMENT 
1962 Douglas Barlow 
The concept of cost-of-risk was developed by 
Barlow. Cost-of-risk is the total cost associated 
with the risk management function.    
1966 
Insurance 
Institute of 
America 
A set of three examinations leading to the 
designation “Associate in Risk Management” was 
developed by the Insurance Institute of America. 
The certificate was the first of its kind and features 
a broader risk management concept.  
1972 
Dr Kenneth 
Arrow 
Arrow pointed out that the best preparation for risk 
was by accepting its potential as both a stimulant 
and a penalty.  
1973 
Geneva 
Association 
The first Constitutive Assembly held by the Geneva 
Association began linking risk management, 
insurance and economics. The Geneva 
Association provides a platform to discuss the 
developing discipline of risk management. 
1974 Gustav Hamilton 
Hamilton created a risk management circle, a 
detailed description of interacting elements of the 
risk management process.  
1975 
The American 
Society of 
Insurance 
Management 
The American Society of Insurance Management 
changed its name to Risk and Insurance 
Management Society (RIMS), acknowledging the 
importance of risk management. 
1986 
Institute for Risk 
Management 
The Institute for Risk Management was opened in 
London. 
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YEAR CONTRIBUTOR 
CONTRIBUTION TOWARDS RISK 
MANAGEMENT 
1987 
World Economic 
Report 
On October 19, 1987,stock markets around the 
world crashed and the effects were global. This 
date would later be known as “Black Monday”, and 
is a reminder to all investors of the inherent risk 
and volatility in the market. 
1987 Dr Vernon Grose 
Grose published Managing Risk: Systematic Loss 
Prevention for Executives, a book that remains one 
of the best sources of literature published on risk 
assessment and management. 
1992 
Cadbury 
Committee 
The Cadbury Committee suggested that governing 
boards of businesses are responsible for setting 
risk management policies. 
1993 GE Capital 
GE Capital was the first company to use the title 
“Chief Risk Officer”, which is used to describe a 
function to manage all aspects of risk in a 
business. 
1995 
Risk 
Management 
Standard 
The first Risk Management Standard was 
published. Due to the constantly changing nature 
of risk management, many businesses felt that it 
was an important first step towards a common 
global frame of reference.  
2000 H. Felix Kloman 
Corporations spent billions to update software 
systems in anticipation of the Y2K Bug. The bug 
failed to appear. It was a prominent success for 
risk management. 
2001 H. Felix Kloman 
Risk management was revived by the terrorist 
attacks of September 11 and the collapse of 
Enron. 
Source: Adapted from Risk Management Reports (1999:3-7). 
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From Table 2.1 it is clear that the concept of risk has undergone significant 
changes and has evolved due to the introduction of specific organisations and 
regulations to govern risk management such as the Risk and Insurance 
Management Society (RIMS). Due to risk managements‟ anticipation of major 
financial catastrophes such as the Y2K Bug, disasters have been avoided and 
this further highlights the importance of risk management. This importance has 
been further evidenced by the increased focus on risk management during times 
of crises, for example, the global financial crises of 2007-2009.  
 
2.3 A DEFINITION OF RISK MANAGEMENT 
 
As is evident in Section 2.2, risk is a broad concept and has several meanings. 
The concept of risk is used in many different ways and levels of conceptual 
understanding. Following the evolution of risk over time, the concept has been 
used in most knowledge areas and has given rise to the development of risk 
management. The process of risk management has itself been interpreted by 
many authors. Definitions of risk management are summarised in Table 2.2. 
 
TABLE 2.2: DEFINITIONS OF RISK MANAGEMENT  
DEFINITION OF RISK MANAGEMENT AUTHORS 
A process that involves the protection of businesses‟ 
assets and profits. In particular, risk management can 
be regarded as a method for utilising businesses‟ 
physical, human and financial resources to appreciate 
certain strategic objectives that can be hampered by 
the businesses‟ risk exposure. 
Hollman & Forest, 1991 
The process by which managers identify key risks, 
obtain risk measures, choose how to reduce risk and 
establish procedures to monitor how the resulting risk 
position can be referred to as risk management. 
Pyle, 1997 
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DEFINITION OF RISK MANAGEMENT AUTHORS 
Risk management is a discipline for living with the 
possibility that future events may cause adverse effects, 
for example, large financial losses. 
Kloman, 1999a 
In the banking environment, the possible distribution of 
the future value of the institution‟s assets with the 
assistance of a set of hedging strategies can be 
regarded as risk management. 
Bauer & Ryser, 2002 
To predict, avoid, eliminate or transfer the operation risk 
of businesses by means of risk analysis, risk prediction 
or risk control to decrease or avoid economic loss and 
to guarantee the security of funds refers to the process 
of risk management.  
Jin, 2006 
Risk management is a process that uses physical and 
human resources to accomplish certain objectives 
concerning the elimination of loss exposures. 
Sehn, 2011 
Risk management is seen as a process of identifying, 
assessing and managing risk in a business‟s business 
strategy. This includes taking swift action when actual 
risks are realised.  
Frigo, 2009 
Risk management refers to the art and science of 
identifying, analysing and controlling project risks to 
successfully meet business objectives. 
Pana & Simionescu, 2011 
 
From Table 2.2, it is clear that risk management is a planned process to utilise a 
business‟s resources to identify, assess and control possible future events that 
may have a negative impact on it. 
 
2.4  INDIVIDUAL RISKS 
 
Personal risk management is the practice of using organisational influence to 
protect one's career, personal status or personal compensation. This behaviour 
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can occur even when organisational consequences are clearly negative. Risk 
management has become the basis of personal safety, security and wealth 
preservation; therefore, personal risk management must be integrated into 
financial planning and wealth management by industry. 
 
As individuals progress through the stages of life, the risks they will be 
confronted with will become greater, more complex and have a greater financial 
impact. Young people in the early years of accumulating wealth primarily deal 
with risks to their income stream for the first time. This group of people shares 
several demographic factors, for instance, initially it is most likely that they rent or 
share an apartment as they have not yet accumulated sufficient funds to 
purchase their own house. This is a major cause of risk arising from the rental of 
apartments, the ownership of condos, co-op apartments and houses. Several 
property and liability risks are associated with owned or rented housing, such as 
damage to the home or the loss of personal property. Additionally, younger 
people also tend to take more risks than more experienced individuals with 
spouses or domestic partners and families. They may engage in more 
adventurous pursuits, from risky sports activities or risky personal behaviours, 
which increase the potential for bodily harm. Younger people generally possess 
limited resources, so any automobile accidents, theft of personal belongings, or 
injury could be financially devastating (Dohmen, Falk, Huffman, Sunde, Schupp 
& Wagner, 2005:33). 
 
As people build careers and families and accumulate more assets, these 
activities invite further risks. People of this age demographic (20-50 years) 
typically have a domestic partner, children, and a well-established career. They 
may own a suburban home filled with expensive furniture, possibly even a 
vacation residence, several automobiles, valuable jewellery, artwork, and other 
luxuries. They may hire a nanny or housekeeper, travel more and own a greater 
variety of technological devices with access to the internet.  The greater amount 
of assets accumulated, the more the risk of financial loss increases. This group 
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is, therefore, more subject to complicated risks such as renovation costs to their 
new homes as well as the risks to replace the full value of their accumulated 
artwork, antiques, collections, fine wine, and home entertainment systems, which 
are susceptible to changes in temperature and humidity, and damage from 
flooding, leakage, storage,  transportation and theft. 
 
As individuals near retirement age, the need to preserve accumulated and 
invested wealth increases. At this stage of life, personal risks are most complex, 
as traditional income-producing activities are decreasing. Typically, these 
individuals are over the age of 50 and their lifestyles have changed significantly. 
They have already amassed the bulk of their wealth, are nearing the end of their 
careers or thinking about other pursuits, and their children are no longer 
dependent on them. Their tolerance for risk will have decreased as their focus 
shifts from saving money for retirement to planning their estate and passing on 
wealth through trusts and limited liability companies (Hillson, 2006b:1; Pruss, 
2006:14)  
 
Risks to all people in different life stages have increased due to technological 
developments such as computers, laptops, mobile telephones and the internet, 
which have led to internet-related risks such as identity theft. Victims of identity 
theft may incur expensive costs hiring attorneys and possibly forfeiting income if 
they take time off from work to manage the problem. Advances in aviation and 
globalisation have increased the number of people travelling for business and 
pleasure thus increasing the risks to their personal safety, health and financial 
security. Lawsuits, specifically related to employment practices, have become an 
important source of risk. Risks include allegations of sexual harassment, 
wrongful job termination and any form of discrimination. Lawsuits related to 
employment practices do not only refer to the workplace but have extended to 
the home as well. Homeowners have also become vulnerable to employment 
practice lawsuits due to the employment of housekeepers, nannies and other 
domestic workers (Pruss, 2006:10). 
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Personal lawsuits are increasing and also include lawsuits against individuals 
who serve on boards of directors of private and public companies. Businesses 
purchase liability insurance to help protect their businesses as well as their 
directors and officers from the costs of lawsuits brought by shareholders. 
 
Because individuals go through life-cycles of accumulating assets and wealth, it 
is the responsibility of agent-risk advisers to identify the specific array of complex 
risks within each phase of life to develop optimum personal risk management 
strategies. Ideally, an independent insurance agent or broker should work 
together with a wealth manager in identifying personal risks and assessing them 
from a frequency and financial severity standpoint. The agent or broker and the 
wealth manager would then partner with an insurance company to develop both 
risk mitigation and risk-transfer solutions (Dohmen et al, 2005; Pruss, 2006:12).  
 
In conclusion, it is evident that personal risk management is a vital tool to 
consider as individuals are exposed to many risks related to lawsuits, health, 
personal safety and theft. Individuals should review their personal risk exposure 
and develop a sound risk management strategy based on their specific stage of 
life (Pruss, 2006:18). 
 
2.5 GENERAL RISK IN BUSINESSES 
 
The business environment consists of the micro, market and macro business 
environments.  These are unpredictable and consist of many variables which can 
expose a business to many risks (Du Toit et al, 2010:105). There are four 
primary functions performed in all organisations, namely finance, marketing, 
human resources and production/operations. Each of these functions is exposed 
to various risks in the business environment. These functions are performed by 
dedicated departments that aim to meet each department‟s goals and objectives 
as well as ensure that these goals and objectives are parallel with the mission 
and vision of the business as a whole. 
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A finance department is expected to monitor the flow of cash as well as maintain 
low costs in order to improve profitability. The marketing department is involved 
in promoting products and services at the lowest possible cost to the consumer in 
order to increase turnover. The primary function of the marketing department is 
the promotion of an appropriate product, at a reasonable price, at a place 
accessible to the consumer.  This is commonly known as the “4 P‟s” (Bosch et al, 
2011:382). The human resources department is responsible for employing 
qualified employees, monitoring employee performance and ensuring adequate 
employee development (BTec First Business, 2011:35). The 
production/operations department is responsible for the transformation process 
which describes the conversion of inputs into outputs (where inputs refer to 
natural resources, human resources, capital and entrepreneurship and outputs 
refer to the manufactured products and/or services) (Bosch et al, 2011:353). The 
production/operations department must ensure that a high quality reliable product 
is manufactured (BTec First Business, 2011:39). 
 
In addition to these primary functions, the supporting functions of the business 
include: 
 
 Information and Communications Technology (ICT); 
 Research and Development (R & D); 
 Public Relations; 
 General and Strategic Management; 
 Purchasing. 
 
The primary and secondary functions of a business are summarised in Figure 
2.1. 
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FIGURE 2.1: THE FUNCTIONAL AREAS IN A BUSINESS 
 
 
 
 
 
 
 
 
 
 
Source: Adapted from BTec First Business (2011:28). 
 
The primary and secondary functions of business departments are exposed to 
risks and it is the responsibility of each department to identify, analyse and 
monitor these on a continuous basis. The specific risks faced by each business 
department are reported in the sections that follow. 
 
2.5.1 Risks in the Human Resources Department  
 
Developments in technology have highlighted the importance of human beings in 
the workplace due to the fact that the technology is not self-sufficient, which 
makes the human presence a critical success factor in any business (Flouris & 
Yilmaz, 2010:25). Human resources have two roles in risk management. Firstly, 
the people themselves are a source of risk if they are incapable of performing 
their duties. Secondly, people are critical to managing risk because risk 
management strategies are carried out through people. Managing human 
resources risk is the process of developing strategies to identify and assess the 
human capabilities and limitations of management, labour personnel as well as 
full and part-time employees (Erven, 2011:1).  
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Traditionally, the risks associated with the human resources function include a 
shortage of employees, unskilled employees, employees leaving shortly after 
completing their specific training programmes and employees not willing to 
accept additional responsibility. Human resources risk management has since 
developed and, consequently, a range of additional interpersonal risks have 
surfaced, including the effects of divorce and chronic illness or death of a family 
member on the performance of an employee (Erven, 2011:1). Therefore, 
managing the human resources risk is critical to establish business strategies 
and achieve the goals and objectives in terms of human capital 
(PriceWaterhouseCoopers, 2008). Thus, occurrences in the lives of employees 
and how they perform at work can expose the business to many risks. 
 
2.5.2 Risks in the Finance Department  
  
The financial function involves primarily the flow of capital to and from 
businesses. Finance departments are also concerned with the acquisition 
possibilities of capital, known as financing issues, and the employment 
possibilities of capital, known as investment issues. In addition, the department is 
also concerned with the distribution of profits of the business (Bosch et al, 
2011:426).  
 
Duties performed by the department on a regular basis include book-keeping 
procedures to keep records of cash inflows and outflows, the creation of balance 
sheets using trial balances as well as generation of profit and loss accounts, 
supplying management with accurate financial information to facilitate strategic 
planning, managing employee wages and salaries and ensuring that the 
business complies with income tax regulations (The Times 100, 2011). 
 
The financial function is typically considered the most important as all businesses 
require a steady stream of income to maintain operations (BTec First Business, 
2011:32). Based on the key functions performed by the finance department, 
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substantial risks could affect the profitability of a business. Interest rate 
fluctuations affecting interest payments on long-term loans, increased income tax 
rates as well as the failure to comply with income tax policies could pose financial 
problems to a business. In addition, failure to comply with Generally Accepted 
Accounting Principles (GAAP) may also have a negative influence. 
 
2.5.3 Risks in the Production/Operating Department  
 
A production department sets specific outcomes or targets regarding the number 
of units manufactured as well as the level of quality. These production targets 
must be achieved and any factor which contributes to the deviation of the specific 
outcome is considered a production risk. Production risk is the risk that producers 
face due to losses in production (Lacy, 2007:17). The agricultural industry has 
done extensive research on managing production risks; therefore, their strategies 
are a good indication of the risks faced by businesses and how these should be 
dealt with. For example, specific risks faced by the agricultural industry affecting 
production include drought, pests, weeds, dangerous fertilizers and theft. 
 
In other industries, there are other factors leading to production problems or a 
downtime in production processes. To successfully manage production risk, 
there are three possible options. Firstly, the production department can minimize 
the risks by improving production procedures and practices through the 
implementation of new technology. Secondly, the department can diversify the 
current product range and thirdly, by purchasing insurance, the production risk 
can be transferred to another party (Alabama Agricultural & Mechanical 
University, 2011:1). The insurance will be purchased to protect businesses in the 
event of theft, flooding and damages caused by fire. 
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2.5.4 Risks in the Purchasing and Supply Department  
 
In order for the production function to start the conversion process whereby 
inputs are transformed into outputs, it is the responsibility of the purchasing and 
supply department to provide the inputs for production in order to create outputs 
such as products and services (Zsidisin, Ellram & Ogden, 2003:15). Risks 
associated with the purchasing and supply department include changes in 
volume requirements, production and technology changes, price increases, 
product unavailability and concerns regarding product quality. Price increases 
describe a change in the price originally set by the supplier, which can cause 
losses. Product quality refers to damages that arise in transit, and product 
unavailability describes the distribution method used, such as shipping, which 
might be unreliable. Another concern of this department is the distance between 
the supplier and consumer and the time it takes to deliver offerings over that 
distance. This is known as the lead time and the greater the lead time, the 
greater the distress if consumer demand increases suddenly. Should consumer 
demand decrease suddenly, the business risks a surplus of product in storage, 
which could be problematic should the product be perishable or become obsolete 
(Zsidisin et al, 2003:16). Therefore, a purchasing and supply department is faced 
with many risks specifically related to the entire supply chain of the business. 
  
2.5.5 Risks in the Marketing Department  
 
The marketing function is responsible for the transformation of the production 
outputs into financial profits (BTec First Business, 2011:28, 37). There are many 
factors affecting the marketing function including market trends, government 
actions, exchange and interest rates as well as consumer disposable income. 
These factors give rise to marketing risks such as fluctuating selling prices and 
reduced consumer demand. Strategies to manage marketing risk are dependent 
on insurance (Wen-Fei, 2004:3). The essential insurance policies required by all 
businesses are summarised in Table 2.3. 
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TABLE 2.3: ESSENTIAL INSURANCE POLICIES FOR BUSINESSES 
ESSENTIAL 
POLICIES 
COVER AGAINST 
Professional 
indemnity 
Professional indemnity insurance protects advice and service 
providing professionals from litigation by a customer due to 
errors or omissions by the professionals. 
Personal accident, 
illness or disability 
A policy that will pay the insurance holder a lump sum from 
injuries resulting in an inability to work and loss of income.  
Fire and perils 
Any damage done to buildings or the building contents by fire, 
lightning, explosions, malicious damage, earthquakes, storms 
and water.  
Burglary 
Burglary insurance does not cover theft by employees or 
others entitled to be on the premises. It protects against theft 
involving violent, forcible entry, loss or damage to stock, goods 
held in trust and all contents within the premises.  
General property 
 
This is similar to burglary cover in that it protects against a loss 
of tools of trade or profession, stock in trade and office 
contents, both on or away from the premises. 
Engineering 
equipment 
Factory machines and equipment have to be inspected every 
year and certified. These items usually come with an 
engineering policy, with cover for equipment risks like 
breakdowns and explosions.  
Goods in transit 
Loss or damage to property while in transit can be covered by 
goods in transit cover. This can also include electronic 
equipment used by a business. 
Products liability 
 
Every product a business supplies must be safe for use or 
consumption. A product liability policy covers the liability for 
injury to a member of the public or physical damage to their 
property due to the supply, sales or repair of a product. 
Public liability 
 
A public liability policy protects businesses against third parties 
suing for personal injury or property damage they sustained 
due to negligence while on business property.  
Source: Adapted from Insurance for Small Business (2011). 
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2.5.6 Risks to the Public Relations Department 
 
Public relations is defined as “the management activity which evaluates public 
attitudes, identifies the organisation‟s policies and procedures with the public 
interest, identifies constituencies or audiences to be reached by the 
organisation‟s communications, and establishes channels of communication with 
parties interested in the business” (Haynes, 2003:1). It is the goal of the 
department to ensure that the business maintains a positive image with internal 
and external stakeholders. Internal stakeholders include employees of the 
business and external stakeholders consist of outside parties including 
shareholders, suppliers and banks (Du Toit et al, 2010:88).  
 
Specific risks thus faced by the department are customers who are dissatisfied 
with unreliable products or services and this highlights the need for good 
communication throughout the business.  In this case, there would be a need for 
the public relations to communicate the customer complaints to the production 
department in order to ensure that future outputs meet customers‟ expectations 
(Haynes, 2003:3).  
 
2.5.7 Risks in the Information and Communication Technology (ICT) Department 
 
With the introduction of computers and laptops, information sharing has become 
far simpler, and it is the responsibility of the ICT function to protect business 
information with an adequate security system.  In addition to ensuring that only 
authorised users have access to the system and that the system is protected 
against viruses and hackers, it is also required of the ICT function to ensure there 
is a back-up system to restore critical data in an emergency (BTec First 
Business, 2011:36). The risks that the department faces are primarily related to 
the equipment and include system failures, hackers, viruses and out-dated 
equipment. The risk management in the ICT department should include regular 
system updates as well as continuous monitoring of the system‟s security. It 
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should also be made convenient for employees to communicate via any system 
and report equipment faults to the ICT department in order to solve the problems 
timeously. 
 
2.5.8 Risks in the General and Strategic Department 
 
This department encompasses the other seven business functions and the 
management of this function is repeated throughout the other departments within 
the business. The responsibilities of this department include establishing the 
mission and vision of the business as well as the long term and short term goals 
and objectives. This department should also ensure that all business resources, 
which include financial, human and physical ones are utilised for the purpose of 
achieving the specific goals and objectives set by the business (Bosch et al, 
2011:299). The risks encountered by this department are, therefore, a 
culmination of the risks faced by the other departments.  
 
2.6 RISK CATEGORIES 
 
One of the objectives of businesses is to implement a risk management 
framework to identify, monitor and manage risk influencing the various functions 
in the business. Risk management related to businesses can be classified into 
two primary sections which include firstly, financial risk stemming from 
international reserve management and financial markets‟ operations and 
secondly, strategic risk of financial institutions‟ and monetary policies. 
Quantifiable risks, for example, financial ones, are equally as important as non-
quantifiable risks, which include strategic risk. In addition to financial and 
strategic risks, operational risks, such as incorrect decisions on research and 
development, marketing and distribution strategies, may cause some 
vulnerability concerns to businesses‟ internal systems, as illustrated in Figure 
2.2. 
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FIGURE 2.2: THE HIERARCHICAL ORGANISATION OF RISKS IN 
BUSINESSES 
 
 
 
 
 
 
 
 
Source: Adapted from Sangmanee and Raengkhum (2011:1). 
 
Figure 2.2 clearly illustrates that risks are divided into three broad categories 
namely, operational, strategic and financial (Vojta, 1992:35). These are 
discussed in the sections below. 
 
2.6.1 Operational Risk 
 
The Basel Committee on Banking Supervisions (2004) has defined operational 
risk as „the risk of direct or indirect loss resulting from inadequate or failed 
internal processes, people and systems or from external events‟. Oldfield and 
Santomero (1997:39) associate operational risk with the problems of “accurately 
processing, settling, and taking or making delivery on trades in exchange for 
cash”. Oldfield and Santomero (1997:39) also suggest operational risk occurs 
during the keeping of records, the computing of correct payment amounts, the 
processing of system failures and during the compliance with specific 
regulations. The use of technology and the expansion of a global financial market 
contribute significantly to risks arising from human error, financial fraud and 
natural disasters (Raghavan, 2003:848). Therefore, operational risk management 
is described as “a decision-making tool to systematically help identify operational 
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risks and benefits and determine the best courses of action for any given 
situation” (FAA Systems Safety Handbook).  
 
Operational risk is the most significant risk that businesses face. However, 
operational risk is also the risk perceived as least important. Samad-Khan 
(2008:26) argues that while other risks receive approximately 20% of total 
economic capital for their management, operational risk management receives 
only 15%. 
 
Due to the 2007-2009 global financial crisis, losses in the financial services 
industry resulted in a changed mind-set towards risk management and the 
acceptance that operational risk is an extremely important risk. Due to this new-
found significance, Raghavan (2003:848) suggests that adequate risk education 
as well as the familiarisation of all complex business operations to reduce 
operational risk is necessary at all levels of staff. Raghavan (2003:848) further 
suggests that sufficient insurance cover is necessary to mitigate any loss 
associated with operational risk.  
 
2.6.2 Strategic Risk 
 
Vojta (1992:35) clarifies strategic risk as situations affecting the future 
performance of a business. Therefore, factors such as changes in technology 
and extraordinary events must be considered when addressing it. Sehn (2011:2) 
describes strategic risk management as a planning and management tool to 
minimize the costs of risk and of doing business. Strategic risks can result from 
social factors, technological advances and extraordinary events. Social factors 
include variables such as demographic changes, urbanisation, levels of 
education, the changing role of women and business ethics. If these aspects 
change in the business‟s environment, it will result in a change in the 
performance of the business. Technological innovation causes not only the 
manufacture of new machinery or products, but also results in new service 
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methods, processes and approaches to management, which bring about change 
and thus, risk, in the business environment (Du Toit et al, 2010:106).  
 
Sehn (2011:2) further divides strategic risk management into four steps which a 
business can follow to reduce strategic risk. The first step is to achieve an in-
depth understanding of the actual and potential loss exposures through statistical 
analysis and operational assessment. The second step is the use of risk control 
and risk financing/cash flow approaches to minimize exposure and the claims‟ 
costs. Step three is the ability to utilise the correct tools and resources in a 
written service plan. The consistent monitoring of the process‟s success by 
measuring the reduction in risk and the associated costs is the final step. 
 
2.6.3 Financial Risk 
 
Businesses are the most adept at understanding and regulating financial risk. 
Financial risks are an umbrella term used to group the risks associated with 
credit issues, interest rate levels, currency exchange rates, commodity prices, 
liquidity, equity prices, pension fund obligations, insurance and tax changes 
(Vojta, 1992:36).  
 
In the early 1980s, interest rate risk was managed by businesses by balancing 
the assets in their investment portfolios. Balancing the assets was done by 
increasing the number of fixed rate investments until they had an adequate 
amount to cover their fixed rate liabilities. By the mid-1980s, derivative 
instruments such as interest rate swaps were used by banks to help manage 
their exposure to interest rate risks (Brewer, Jackson & Moser, 2001:51-52). 
Derivatives have become the accepted means by which businesses protect 
themselves against financial risk (Vojta, 1992:36). In some instances, an 
increase in the interest rate may cause depository institutions to reduce their 
lending activities that are subject to interest rate risks. Depository institutions 
would, therefore, rather increase their fee-based activities such as providing 
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investment advice and cash management services that are not subject to interest 
rate risks. Derivative instruments give depository institutions a chance to hedge 
their exposure to interest rate risk, to ensure the success of their lending 
activities (Brewer et al, 2001:52).  
 
Exchange rate movement during a specific period is the primary cause of foreign 
exchange risk if businesses have invested in foreign currency. Foreign exchange 
risk could potentially have a negative effect on the amount of the principle and 
the return of an investment (Raghavan, 2003:847). 
 
2.7 FACTORS INFLUENCING RISK MANAGEMENT 
 
Operational risk management is administered by four principles and should be 
continuously employed during all tasks and operations. Firstly, management 
should accept no unnecessary risk, and all resources should be issued at the 
lowest possible risk. Secondly, all decisions concerning risk should be made at 
the appropriate level. This will establish accountability for the success or failure 
of businesses‟ operations. Thirdly, management should accept the risk when the 
benefits offset the costs. High-risk projects should be considered when there is a 
strong likelihood that the benefits of the project will exceed the costs. Fourthly, 
operational risk management should be integrated into all operations and 
planning at all levels by dedicating time and resources (Gideon, 2000:2). 
 
As mentioned, strategic risk management is the practice of identifying, analysing 
and managing the risk in the business strategy. Frigo (2009:9) suggests that 
strategic risk occurs due to technology investment, supply chain and reputational 
risks.  Technology investments often fail due to the difficulty to align the 
technology strategy with the business‟s strategic objectives. Technology 
investments have a longer return on the cost of the investment, which is often not 
beneficial because shareholders often expect short-term returns. Due to this risk 
exposure, senior management does not always support investment in new 
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technology. Management is concerned that the new technology may cause 
disruptions with the current business processes and distribution channels 
(Daniels & Baltay, 2009:2). Thus businesses‟ managements are concerned that 
new technology exposes their businesses to strategic risk. 
 
Loss of business revenue, decrease in market share, increase in costs of 
production, over budgeting and production and distribution interruptions are risks 
associated with supply chain disruptions. Disruptions can damage the business 
reputation with investors and other stakeholders such as customers, 
intermediaries and suppliers (Bosman, 2006:3). Therefore, managements 
attempt to limit these mentioned occurrences in the supply chain which can 
cause strategic risk.  
 
A difference between public perception of a business‟s objectives and the actual 
objectives of a business can cause reputational risk. Damage to a business‟s 
credibility can be caused by misconduct, system failures and difficulties meeting 
objectives. A business must ensure that ethical conduct, honesty and integrity 
are upheld to limit damage to its reputation among stakeholders (Ortiz, 
2009:154). Thus, the protection of a business‟s positive reputation is important as 
occurrences that negatively influence this will expose the business to strategic 
risk. 
 
Azzopardi (2004:7) has identified that financial risks affect cash flow and the 
market value of a business.  Financial risks occur when there are changes in 
commodity prices, interest rates and currency exchange rates. In addition, 
financial risks in a business occur due to liquidity and credit risks. 
 
Currency exchange risk, caused by fluctuations in the exchange rate, can cause 
a decrease in a business‟s cash flows, assets and liabilities, net profit and market 
value if the business is involved with exports and imports. A business‟s exposure 
to interest rate risk is a result of different maturity times of its assets and 
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liabilities. This could potentially have a negative influence on the net profit of its 
investments (FAA Systems Safety Handbook, 2010). 
 
Fluctuating prices of raw materials is a variable that affects the commodity price 
risk. These fluctuations can have a positive or negative effect on the net profit 
depending on the changing cost of manufacturing. Increases in manufacturing 
costs have the potential to drive up sales prices which, in a competitive market 
environment, could damage a business. 
 
Thus to limit financial risks that can have a negative influence on a business and 
decrease its market value, a business should identify, investigate and eliminate 
effects from changes in commodity prices, interest rates, currency exchange 
rates, liquidity and credit risk. 
 
2.8 ADVANTAGES OF RISK MANAGEMENT 
 
Proper risk management by a business‟s management can lead to various 
advantages. Adopting a sound operational risk management process enables a 
business to reduce the number of accidents and injuries during manufacturing 
and increases efficiency and effectiveness of its employees (Operational Risk 
Management, 2000). 
 
Hillson (2006a:4) suggests that an integrated risk management process can 
produce a number of benefits such as: 
 
 risks that have been identified at a strategic level can be managed 
proactively; 
 management can make sound strategic decisions as they are provided with 
accurate and reliable information; 
 management receives timely information which assists them with managing 
uncertainty in the business environment; and 
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 achieving the business objectives by minimising threats and maximising 
opportunities. 
 
When a business applies risk management tools to a specific project this can be 
labelled project risk management. Project risk management is not only a benefit 
to the specific project, but also to the business and the customers. The main 
benefits of project risk management include: 
 
 a better understanding of the project, which enables management to better 
accurately estimate costs and timelines; 
 access to historical risk information of past projects, which benefits 
management to better prepare and anticipate risks for future projects; and 
 assisting the management of business decision making and ensuring an 
efficient and effective management of the risks (Perry & Simon, 2000:4-5). 
 
2.9 SUMMARY 
 
In summary, this chapter has elaborated on the development of and contributions 
made to risk management. One of the most important contributions has been the 
development of the designation, “Associate in Risk Management”, as it shows 
that risk management is a vital principle to be considered in business.  
 
The definitions of risk and risk management have been investigated extensively 
and have resulted in a number of different explanations, as presented in Table 
2.2. Based on these definitions, for the purpose of this study, risk management 
has been re-defined as “a planned process to utilise a business‟s resources to 
identify, assess and control possible future events that may have a negative 
impact on the business”.  
 
In order to further explore risk management, it is imperative to thoroughly 
address all possible risks completely. Therefore, risk management was 
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separated into two different categories namely personal risk management and 
business risk management. Personal risk management was found to be 
important in protecting individuals from everyday risks such as illness, injury, 
litigation, theft and personal security. Furthermore, the level of risk was shown to 
vary depending on demographic and behavioural factors and is constantly 
shifting, which makes managing the risk a continuous process that should be 
reviewed regularly. In contrast, there are many functions that exist within a 
business and for the purposes of this chapter, it was important to focus on the 
specific risks faced by each business function. In general, there are eight distinct 
functions found within any business: human resources, IT, purchasing, 
marketing, finance, production/operations, business communications and general 
strategies. It was identified that several of these departments are interlinked and 
that risks to one department often affect another. A risk management strategy, 
common to all departments, is the transfer of the risk to a third party and the 
essential insurance policies required by all businesses were identified and 
summarised in Table 2.3.  
 
In summary, Chapter Two identified three distinct categories of risk, namely 
strategic, financial and operational. The chapter discussed these and concluded 
by providing a discussion on the advantages for businesses when implementing 
processes to effectively manage them. As this study specifically focuses on the 
risk management of banks, Chapter Three explores further the risk management 
strategies used by banks to counter these three risk categories. 
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CHAPTER THREE 
COMPONENTS OF RISK MANAGEMENT IN BANKS 
 
3.1 INTRODUCTION 
 
In Chapter Two, an overview of risk management in general was provided. 
Firstly, individual risks and the various methods available to manage them were 
discussed. Secondly, the risks that impact on each of the eight business 
functions were discussed. Business risk management was thereafter 
summarised into three broad categories namely; strategic risk, operational risk 
and financial risk. 
 
In order to adhere to the objectives of this study and to propose a new framework 
to investigate risk management in South African commercial banks, it is 
necessary to investigate the risk management strategies currently in practise in 
banks.  
 
Chapter Three specifically addresses the three risk categories: operational, 
financial and strategic risks and looks at how they relate to banks. The chapter 
also reports on how the mismanagement of these risks by commercial banks can 
lead to banking failures. This is then followed by a detailed account of the 
existing bank risk management models that are utilised in order to evaluate 
commercial banks‟ exposure to risk. This chapter concludes with a summary 
highlighting the importance, components and management of operational, 
financial and strategic risk. 
 
3.2 OPERATIONAL RISK 
 
Geiger (1999:556) has defined risk as an expression of the possibility that the 
future outcome of an event will deviate negatively from the planned outcome. 
Therefore, banks must make a deliberate effort to deal with risk actively and not 
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accept it as fate. In the past, banks have focused primarily on financial and 
strategic risks due to the fact that the monitoring and controlling of these risks 
have the potential to increase revenue. The monitoring and controlling of 
operational risk, however, does not increase revenues and was, therefore, 
considered one of the least important risks (Jameson, 1998). As a result of 
several bank failures world-wide, the importance of operational risk has risen and 
a valid definition for the term has gathered momentum (Jameson, 1998). 
Operational risk has subsequently been defined as the risk of direct or indirect 
loss as a result of inadequate internal processes, employee failure, failed 
systems or from external events (British Bankers' Association, International 
Swaps and Derivatives Association & Robert Morris Associates, 2000:39). From 
this definition, it is evident that the banks‟ focus should be placed on internal 
aspects of banking procedures. These include the action or absence of taking 
action by the bank and its staff, adopting a total quality management strategy 
with regards to banking process orientation, the importance of an adequate 
internal control system to avoid errors committed by the employees out of fraud 
or ignorance and the external macro environment (Guldimann, 1999:54; Rey, 
1998:204f). The external macro environment describes variables such as natural 
events, technical infrastructure deficiencies, political events and tax and legal 
regulatory changes. 
. 
3.2.1 Importance of Considering Operational Risk 
 
Operational risk is one of the most long-standing risks banks face and has 
increased in notoriety; therefore, the supervisory authorities‟ interest in it has 
been renewed. Due to the fact that operational risk is one of the primary risks 
faced by banks, it is important for their success to include it in their total risk 
management strategy.  
 
The renewed interest in operational risk by the supervisory authorities is largely 
due to the number of banks experiencing losses resulting from it. The Basel 
 40 
 
Committee considers operational risk to be a growing category of importance and 
led the Committee to decide in 1999 that operational risk should be managed 
separately in the capital framework (Basel Committee on Banking Supervision, 
1999). A direct result of this recognition by the Basel Committee means that 25% 
of the current regulatory capital of a bank is required for the management of 
operational risk. 
 
3.2.2  Management of Operational Risk 
 
Operational risk is a measurement of the probability and impact of unexpected 
losses as a result of the failure of internal processes, persons and systems as 
well as losses stemming from external occurrences. In practice, an analysis of 
the probability and the size of operational risk are challenging for the 
management of commercial banks due to a lack of relevant data. Operational risk 
and the losses that it has generated should be recorded in a database to be 
analysed and quantified where appropriate (Hoffman, 1998).  
 
The daily management of operational risk in the banking industry requires, first 
and foremost, the creation of a formal framework of operational risk 
management, which clearly sets out the competencies and the responsibilities of 
the various hierarchical levels in a bank. This enables management to ensure 
that employees possess the necessary skills required for monitoring and 
controlling risks related to their specific duties.  Daily management also requires 
effective communication in order to enable the systematic reporting of 
operational risk to the board of directors. Another essential component to be 
considered is the inclusion of the operational risks in all overall risk management 
concepts. The development and implementation of operational risk management 
tools such as self-assessment, risk mapping, risk indicators, escalation triggers 
and loss event models must also be applied to improve the banks‟ ability to 
monitor their overall risk exposure. A final factor to include should be the 
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incorporation of the operational risk management strategy in a value-oriented 
global management concept (British Bankers Association et al, 2000:3ff).  
 
3.3 STRATEGIC RISK 
 
As mentioned before, strategic risk is defined as a planning and management 
tool to minimize the cost of risk and the cost of doing business (Sehn, 2011:2). 
Central Banks fear widespread bank failures due to the fact that they intensify 
recessions and have the potential to trigger a financial crisis. Many highly 
developed economies that have long-functioning banking systems have had 
significant bank failures, which have resulted in a number of legal and regulatory 
changes. These changes were developed in order to decrease the probability of 
future bank failures and lessen their cost, and include an increased level of bank 
capital. This could stabilise the banking system and decrease the frequency and 
cost of the bank failure whilst also serving as a buffer during periods of economic 
instability (Nyberg, 2011).  
 
The Basel III framework was introduced in 2011 and will act as the new 
regulation for banks around the world. These regulations will assist the current 
banking system by ensuring an increased capital supply and better overall 
liquidity positions. This will further assist the established European Systematic 
Risk Board to better detect a crisis and alleviate the effect it might have on a 
specific economy (Nyberg, 2011). 
 
It has been identified that the major causes of banking failures were due to credit 
and operational risks whilst market risk is seldom the cause of any noteworthy 
problems. Dziobek and Pazarbasioglu (1997) identified poor management and 
weaknesses in control procedures as influencing a number of bank failures. In 
addition, Caprio and Klingebiel (1996) found that it was a combination of 
macroeconomic and microeconomic factors that was usually responsible for 
banking failures. Recession, terms of trade, poor supervision and poor bank 
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management were all highlighted as specific variables that can cause bank 
failures.  
 
Central Banks and government agencies typically supply liquidity in the form of 
liquid capital to help prevent anxiety by investors when commercial banks 
publically announce instability. Liquidations normally are only used for smaller 
institutions or when only a small part of the banking system has been affected. 
Large commercial banks commonly usually resolve financial problems through 
the use of mergers, injections of capital or an increase in government control 
(OECD, 2002).  
 
In the sections to follow, bank failures in several countries will be examined in 
order to indicate their correlation to mismanaged risk management in commercial 
banks. 
 
3.3.1  The German Banking Crisis 
 
The Herstatt Bank was founded in Cologne in 1956 and when it failed in 1974, it 
was one of the largest bank failures in German banking history. Herstatt‟s 
misfortunes began primarily as a result of its large and risky foreign exchange 
business. The bank had anticipated a depreciation of the US dollar, but suffered 
losses four times greater than the size of its own capital due to the dollar‟s 
sudden and unanticipated appreciation. Herstatt‟s strategy of anticipating a 
depreciation of the US dollar was changed late in 1973 to one of anticipating an 
appreciation of it. The new strategy was successful until mid-January 1974 when 
the direction of the US dollar movement suddenly changed again. The bank‟s 
foreign exchange risk was now three times greater than the amount of its own 
capital (Blei, 1984). The bank was forced to close its open foreign exchange 
positions and by June 1974, could no longer avoid failure. The Herstatt Bank 
used the Bretton Woods System to increase its activity in the area on foreign 
trade payments, an area that tended to carry very little risk. The collapse of the 
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Bretton Woods System in 1973 was a major cause of the failure of the bank a 
short while after (Kaserer, 2000). 
 
Three well-established German banks planned to rescue the Herstatt Bank but 
due to a lack of transparency regarding the magnitude of the actual losses, the 
rescue failed. The Federal Banking Supervisory Office was, therefore, left with no 
alternative but to withdraw the Herstatt‟s banking licence (Basel Committee on 
Banking Supervision, 2004). 
 
Following the Herstatt Bank failure, the German regulatory framework was 
subsequently adjusted. The amended framework limited the risk accumulated by 
a bank on its foreign exchange operations and improved control from the Federal 
Banking Supervisory Office. Furthermore, the Association of German Banks 
introduced a deposit protection scheme for all German banks (Basel Committee 
on Banking Supervision, 2004). 
 
3.3.2 The Japanese Banking Failure 
 
The Japanese banking crisis took place during the 1990s and was primarily 
caused by non-performing loans and banks‟ inadequate capital positions. Non-
performing loans are defined as loans that have gone into default or are about to 
go into default. In addition, the crisis was further intensified by the length of time 
it took to address the problems. Non-performing loans increased significantly due 
to declining real estate prices after the economic collapse. The banking sector 
had been the dominant supplier of credit to the corporate sector in Japan, but 
due to the economic collapse, the banks‟ ability to extend new loans decreased. 
As a direct result of the banks‟ inability to extend new loans, the economy was 
subsequently forced into a recession. The non-performing loans had a negative 
impact on the economy and it was recognised that unless these loans were dealt 
with, the problem would not be alleviated (Hanajiri, 1999). 
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The amount of non-performing loans kept increasing after the economic 
downturn and, in order to resolve the problem, it was recognised that the banks‟ 
capital position needed to be improved. This would allow the banks to extend 
new loans. The banks, however, were severely limited in the measures that were 
available to improve their capital position during the crisis. Retained earnings are 
usually the primary source for improving banks‟ capital positions but due to a lack 
of business profitability in the banking sector, the internal accumulation of capital 
was delayed. Additionally, the issuance of shares to improve the banks‟ capital 
positions was virtually impossible because the banks‟ share prices were declining 
and the capital injection of public funds was not easily available (Hutchinson & 
McDill, 1999; Nakaso & Hattori, 2002). The capital injection of public funds was 
identified as the best solution to solve the banks‟ capital position. The decision 
was thus made to use taxpayers‟ money and was met with strong public 
resentment. The public believed that the use of public funds would prevent the 
authorities from making a decisive decision (Nakaso, 2002).  
 
The introduction of new provisioning guidelines, which ensured that supervisory 
inspections resulting from a risk management supervisory authority was properly 
reflected in the banks‟ financial statements, was a step in the right direction for 
the Japanese banking industry (Nakaso, 2002). 
 
3.3.3 The Norwegian Banking Failure 
 
Prior to 1984, interest rates charged by Norwegian banks on lending had been 
capped and quantitative regulations on lending were put in place to control credit 
flow as part of the macro stabilisation policy. Bank managers were, therefore, 
unprepared when the cap on interest rates and the quantitative regulations were 
lifted in 1984 due to the fact that banks were operating in a competitive market 
environment. Bank lending increased substantially as the total number of 
branches grew by 10% between 1983 and 1987 due to the banks‟ focus on 
gaining market share. House prices increased by 24% between 1984 and 1987, 
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enhancing the ability of banks to offer mortgage bonds. Therefore, banks‟ 
exposure to credit risk increased drastically due to the fact that bank capital 
requirements were relaxed prior to 1984 when quantitative regulations were still 
in place and capital regulation was not given a high priority.  The level of banking 
supervision was reduced and resulted in on-site inspection being scaled back 
and replaced with document-based inspections, which further increased the risk 
exposure of banks. The Norwegian banking crisis subsequently started in 1988, 
primarily due to loan losses, and lasted until 1993. The crisis saw two of the 
largest banks in Norway and several small and medium-sized banks such as the 
Christiania Bank of Kreditkasse and the Den norske Creditbank lose all their 
capital (Basel Committee on Banking Supervision, 2004).  
 
Specific measures were taken to deal with the problem banks and included being 
financed by the banking industry‟s own guarantee funds, as well as liquidity 
support being provided by the Central Bank on an individual basis. The 
guarantee funds included a set fund for commercial banks and another set fund 
for savings banks. Membership to the guarantee funds was mandatory and the 
capital consisted of the annual premiums paid by the member banks associated 
with the funds (Basel Committee on Banking Supervision, 2004). The guarantee 
fund has a wide mandate, which included the paying out of depositors at failed 
institutions, injecting capital into member banks and issuing guarantees against 
the portfolio of a member institution.  
 
The banks‟ guarantee funds were depleted by late 1990 and larger banks were 
experiencing severe loan losses. Weak earnings and the instability in the banking 
industry made attracting external investments in the market nearly impossible. 
Government realised there was a systematic banking crisis and that it had to take 
specific measures to resolve the crisis. Therefore, the government established a 
Government Bank Insurance Fund (GBIF) in March 1991. Parliament issued a 
specific amount of capital to the GBIF in order to lend capital to the bank 
guarantee funds in order for them to issue equity capital to distressed banks. By 
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the end of 1991, the government announced that extraordinary measures would 
be taken to prevent the failure of two of the largest banks in Norway, which 
included doubling the GBIF‟s capital and allowing the GBIF to inject new capital 
directly into distressed banks. 
  
Norwegian banks continued to show record losses through 1992, and it was 
evident that they would not meet the Basel Accord standards by the end of 1992, 
as required. The banks went to the GBIF for more capital, and the amounts were 
made sufficiently large enough that the banks would meet the Basel Accord 
requirements (Basel Committee on Banking Supervision, 2004). Specific 
agreements were reached, however, on the terms of the new capital injections, 
which included banks reducing their number of branches, reducing operating 
costs, maintaining or reducing their total assets and increasing their earnings by 
increasing the fees of payment services. 
 
Since the end of the banking crisis in 1993, regulatory changes have been 
introduced to reduce the probability of future bank failures and to improve the 
resolution process in the event of another bank failure. A significant change was 
the increased number of on-site inspections by a risk management supervisory 
authority (Basel Committee on Banking Supervision, 2004).   
 
3.3.4 The Bank Failures in Spain 
 
The Spanish banking system was strictly regulated at the beginning of the 1960s. 
Regulations such as interest rates on deposits were set to maximum and lending 
rates were set to minimum. New branches were regulated by a quota system and 
the number of banking licences remained frozen for several years. In addition, 
foreign banks were banned from operating in Spain. In 1962, there were many 
candidates for obtaining bank licences due to banking regulations regarding the 
issue of new banking licences being dismissed. The dismissal of new bank 
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licences resulted in the number of commercial banks being doubled (Basel 
Committee on Banking Supervision, 2004).   
  
The Spanish banking crisis in 1973 resulted primarily from an increase in costs 
causing an increase in inflation. The increase in costs was due to an oil crisis that 
subsequently led to an increase in the cost of energy. In addition, trade union 
pressure forced an increase in employee wages. Therefore, banking investments 
decreased considerably due to Spanish firms experiencing a decrease in sales 
and a substantial decrease in profits.  
 
Also, risks such as an increase in bank credit, monitoring borrowers and a rapid 
increase in the number of bank branches were managed poorly. The overall 
result was an increase in the number of default loans (Salas & Saurina, 2002). 
The banks attempted to resolve this problem by refinancing loans due to many 
debtors being unable to repay their debts. Refinancing the loans means taking 
the outstanding interest and making it part of the principal amount. This specific 
strategy merely postponed the crisis, since the primary causes of the crisis (poor 
management, increased number of branches, lack of supervision and inadequate 
capital levels) had not yet been resolved. The crisis began to spread and banks 
started experiencing liquidity problems. To resolve the problem, banks increased 
the remuneration of their deposits and opened new branches to attract new 
customers, which caused the banks to experience even more liquidity problems. 
The losses eventually became too big to control and the levels of capital were 
insufficient to cover the losses. 
 
The lack of regulations and supervision of the banking institutions contributed 
significantly to the banking crisis for the period 1978-1983. The dismissal of the 
regulations regarding the banking licence attracted a large number of 
inexperienced entrepreneurs to the banking industry. Due to an insufficient 
number of inspectors, the supervising body responsible for the Spanish banking 
system, the Banco de Espana, was unable to assess the quality of the assets of 
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the institutions and their correct provisions adequately (Basel Committee on 
Banking Supervision, 2004).   
 
In response to the crisis, the Corporacion Bancaria was established in 1978 and 
was financed by private banks as well as the Banco de Espana. The Corporacion 
Bancaria took control of the banking system by valuating the actual losses and 
reduced the capital to zero, thereby penalising incompetent shareholders as well 
as increasing the capital subscriptions for the new shares. This made it possible 
to restructure the bank until a purchaser was found or the bank was wound up in 
an orderly fashion (Juan, 1993). 
 
The 1978-1983 Spanish banking crisis resulted in the redesign of banking 
regulations and banking supervision practices. The capital adequacy ratio was 
replaced with a new modern capital ratio to ensure an acceptable level of capital 
was maintained in Spanish banks (Fernandez de Lis, Martinez & Saurina, 2000). 
The accounting rules were amended and a more detailed definition of doubtful 
and non-performing loans and the provisions necessary to cover specific loan 
losses were introduced. The policy regarding the issue of new banking licences 
was improved considerably. A minimum amount of capital and evidence of 
experience on the part of both the management and shareholders of the 
institution became a requirement. An acceptable level of risk was to be 
maintained according to the amount of capital of the institution and exceeding 
that level of risk called for an increase in the amount of capital. Managers would, 
for the first time, be held accountable and received a penalty for any irregularities 
uncovered by supervisors (Juan, 1993).  
 
3.3.5 The Swedish Banking Crisis 
 
Domestic quantitative restrictions were gradually abolished in Sweden in the 
period 1980-1985, which led to a more competitive banking environment as non-
bank financial intermediaries increased. Non-bank financial intermediaries were 
 49 
 
capable of arranging finances for businesses and households. Banks were 
limited to the amount of interest rates they could charge and restricted by the 
amount they could lend to private persons and companies. Foreign banks were 
not allowed to operate in Sweden and there were also heavy restrictions on 
foreign exchange transactions. As a result of the increased competitive 
environment, supervision turned away from banks and focussed on non-bank 
financial intermediaries in an effort to better protect the consumer (Drees & 
Pazarbasioglu, 1998). The banking sector had never before needed regular 
supervision due to the strict regulations that were in place. Therefore, the 
authority responsible for supervising banks, the Bankinpektionen, was comprised 
mostly of lawyers and economists who could evaluate the level of risk. The 
Bankinpektionen was unprepared for dismissal of the restrictions and did not do 
enough to gain the necessary skills required to evaluate a more competitive 
market (Davies, 1995; Diamond & Rajan, 2000). 
 
Swedish banks experienced a strong demand for credit due to the lending 
restrictions being abolished. The environment had become very competitive and 
the banks‟ focus was on the increase of market share instead of the monitoring 
and controlling of risks. In 1991, an increase in interest rates, a decrease in 
inflation and new tax laws resulted in a decrease in property demand. This 
caused prices of property to decline by more than 50%. Sweden experienced a 
negative growth rate for three consecutive years (Englund, 1999). The rapid 
decline in real estate prices caused large credit losses for financial institutions. 
The losses continued to increase and by the end of 1991, two major Swedish 
banks needed capital injections in order for them to achieve their capital 
requirements as set by the Basel Accord system which was adopted by Swedish 
banks in 1988 (Carling, Jacobson, Lindé & Roszbach, 2002). 
 
In 1992, the Riksbank increased interest rates sharply to raise short-term funds, 
which caused problems for the housing market. Foreign lenders also cut their 
credit lines to Swedish banks, which caused a liquidity shortage, and the 
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situation escalated rapidly due borrowers being unable to repay their loans 
(Andersson & Viotti, 1999; The Banking Law Committee‟s Main and Final 
Reports, 2000). 
 
The market became aware of the crisis and subsequently several banks were 
unable to meet their capital requirements resulting in the government intervening 
in the reconstruction of the banks (Gorton & Winton, 2000). The government 
ensured transparency by providing information to the financial market regarding 
the measures taken to resolve the crisis and also guaranteeing that banks would 
meet their obligations. To assist in the reconstruction of the banks and ensuring 
that they meet the capital requirements, the Bank Support Authority (BSA) was 
established at the end of 1992. The aim of the BSA was to analyse bank support 
applications and issue government support (Basel Committee on Banking 
Supervision, 2004). 
 
The lack of supervision was seen as a major cause of the crisis and a large 
emphasis was placed on strengthening supervisory regulations after the crisis 
(Ingves & Lind, 1996). Therefore, the Swedish Financial Supervisory Authority 
(SFSA) was established and targeted risk control as its main emphasis as well as 
ensuring that individual banks had adequate capital requirements to endure 
various forms of risk. Other regulatory changes include the limiting of banks‟ risk 
exposure to individual borrowers and a new regulatory framework to assist the 
reduction of the threat of a future bank crisis and risk management procedures in 
the case of a bank crisis.  
 
The Swedish banking crisis was resolved in a short amount of time due to the 
commitment and response of government and the successful management of 
threats during the crisis. In 1996, the BSA was converted to the Deposit 
Insurance Agency and all the regulations that were established to resolve the 
banking crisis were dismissed and replaced with a permanent risk management 
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system that would supplement regulation and supervision under normal 
conditions (Viotti, 2000).  
 
3.3.6 The British Banking Crisis 
 
Bank failures took place in England during the period of 1991-1995. The case 
study of the Bank of Credit and Commerce International (BCCI) and other 
smaller banks will be examined. 
 
a Bank of Credit and Commerce International Crisis 
 
In July 1991, the Bank of Credit and Commerce International (BCCI) failed due to 
extensive fraud (Instefjord, Jackson & Perraudin, 1998). The BCCI was one of 
300 branches of foreign banks operating in London. BCCI‟s holding company 
was incorporated in Luxembourg and its subsidiary incorporated in the Cayman 
Islands. In addition, the BCCI had branches in over 70 countries and its principal 
shareholders were in located in Abu Dhabi. It is evident that the BCCI had a 
complex group structure and a lack of supervision contributed to the failure of the 
bank. In accordance with the Basel Committee, the Institut Monetaire 
Luxembourgeois (IML) was responsible for the supervision of the BCCI‟s 
operations in London due to the fact that the holding company was incorporated 
in Luxembourg. The IML was unable to supervise the bank because the group‟s 
business fell outside its jurisdiction as the bank operated in London. The Bank of 
England (BOE) was responsible for supervising all UK banks, but it was not 
responsible for the supervision of the BCCI. In 1987, the College of Regulators 
was established to supervise all BCCI activities. 
 
The BCCI had been established in 1972 and due to its rapid growth supervisors 
and commercial bankers were very suspicious. The bank had falsified its 
financial statements and created fictitious loans that generated fictitious profits to 
conceal all lending losses. In addition, the BCCI used depositors‟ money to 
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finance its trading activities rather than using its own funds. Losses resulting from 
trading with depositors‟ money were concealed with more fictitious loans. 
 
In 1991, the BCCI‟s auditors, Price Waterhouse, became convinced that the 
bank‟s published financial statements had been falsified and that fraud was 
prevalent. In July 1991, the BCCI was closed after a meeting of the College of 
Regulators. After this a formal enquiry was conducted, which led to the legal and 
special investigations unit being formed within the BOE. This unit included a 
statutory body to advise the BOE, improved communication within the BOE as 
well as between banks and the relevant government departments and improved 
supervisory training to enhance alertness of fraud (Instefjord et al, 1998). 
 
The failure of the BCCI attracted special attention and the importance of 
adequate supervision of internationally dispersed banking groups was 
emphasised. Therefore, the international supervisory standards were tightened 
and it was decided that a foreign bank‟s host country would be allowed to monitor 
the bank‟s global operations and prohibit corporate structures that restricted 
supervision and prevent a bank from establishing a presence in suspected 
jurisdictions (Financial Times, 1991). 
 
b Crises Among Small Banks 
 
In the early 1990s, the small and medium-sized banks in the United Kingdom 
consisted of 100 institutions and were heavily exposed to property lending, 
instalment credit and hire purchase lending. The BOE required all banks 
operating in the UK to maintain minimum capital requirements, set on a bank-by-
bank basis. Due to the fact that small and medium-sized banks have relatively 
undiversified loan portfolios, they were required to maintain a capital ratio of 8%. 
However, in June 1991, the capital ratios of the banks that would subsequently 
fail were 26%. A closer investigation into the cause of the crisis revealed that the 
high capital ratio may have led to the failure due to the fact that it reflected a 
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weak market presence as well as cautious bank managements facing higher risk 
(Basel Committee on Banking Supervision, 2004). 
 
After 1985, many small and medium-sized banks experienced swift loan growth, 
which is an indicator of excessive risk taking. The small banks subsequently 
experienced an increase in the number of customers that failed to repay their 
loans during the economic downturn in the early 1990s. Foreign banks from 
America and Japan become anxious about the duration of the UK recession and 
reduced their investments. Local authorities were also concerned and considered 
placing their funds with other larger banks. The BOE‟s announcement of the 
closing of the BCCI further motivated local authorities to place their funds with 
other larger banks. Small banks had to strengthen their capital or reduce their 
total assets. Their total assets decreased by 25% between 1990 and 1992. Other 
small banks such as the Chancery, Edington and Authority, were left to fail early 
in 1991. It was decided that their failure would not have any significant impact on 
the financial system and, therefore, no emergency support was provided. 
However, small banks such as the National Mortgage Bank (NMB) were given 
emergency support from BOE because it was believed that if the NMB should 
fail, it would affect other larger banks and spread the liquidity crisis (Logan, 
2001). 
 
  3.3.7 The United States Banking Crisis 
 
During the 1970s, commercial banks in the United States were highly regulated 
and limited from crossing state borders. This resulted in several thousand banks 
being operational during this time: specifically, 14 430 commercial and savings 
banks were operational (Basel Committee on Banking Supervision, 2004). This 
was a direct result of prohibitions that prevented banks from branching 
nationwide. In particular, the McFadden Act of 1927 and Regulation Q of 1933 
prohibited banks from paying interest on demand deposits and put limits on rates 
paid on other deposit products. Banks were, therefore, not able to offer 
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competitive rates on deposits and lost market share to non-bank competitors 
(money market mutual funds and other non-depository financial institutions). This 
diminishing role of commercial banks and thrifts was evidenced by the declining 
market share of the amount of credit advanced by depository institutions. This 
process is known as disintermediation and gradually reduced the banks‟ ability to 
raise funds and provide loans, which ultimately resulted in lower net interest 
margins and profits. 
 
In order to rectify this situation, the Depository Institutions Deregulation and 
Monetary Control Act (DIDMCA) of 1980 and the Garn-St. Germain Depository 
Institutions Act (Garn-St. Germain Bill) of 1982 were introduced in order to allow 
savings and loan banks to offer competitive interest rates and to help them 
compete more effectively against commercial banks (Basel Committee on 
Banking Supervision, 2004). Thrift institutions were given the power to invest in a 
wider array of loans, corporate bonds, and state and government debt. At the 
same time, DIDMCA phased out Regulation Q. 
 
A prime example of a US banking failure during this period is the case of the 
Continental Illinois National Bank (Continental). In 1984, Continental was the 
seventh largest commercial bank in the United States and boasted over $40 
billion in assets (Basel Committee on Banking Supervision, 2004). The bank 
achieved rapid success mainly through jumbo certificates of deposits, Eurodollar 
deposits, and short-maturity non-deposit liabilities. The bank‟s strategy of relying 
on unstable sources of funds was dictated by the restrictive Unit Bank Law of 
Illinois (McFadden Act).Therefore, although Continental was a national bank; it 
was located in Chicago and was only able to collect retail deposits at that 
location. Therefore, the bank was confined by a very narrow consumer deposit 
base and had to fund its ambitious growth plan from less reliable, large 
institutional or overseas depositors. This strategy was dependent on the 
maintenance of the institution‟s strong market position, thereby satisfying 
uninsured large institutional depositors. In Continental‟s case, this confidence 
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was shattered in 1982 when reputation of the bank was questioned due to its 
involvement with US $1 billion (approximately R8.7 billion) energy participation 
loans from the failed Penn Square Bank of Oklahoma. News of the bank‟s 
relationship with the Penn Square caused a spiral of bad events. Share analysts 
and rating agencies swiftly downgraded the bank. At the same time, the financial 
press started to question the loan portfolio quality, which had a significant 
exposure to less developed country (LDC) debt. In the first quarter of 1984, 
Continental confirmed these fears by announcing a US $400 million 
(approximately R3.48 billion) rise in non-performing loans to a record US $2.3 
billion (approximately R20 billion), most of it coming from Latin American loans. 
Early in May 1984, Continental faced a run by institutional depositors, initiated by 
overseas depositors. In less than two months, the bank lost $10 billion 
(approximately R87 billion) in deposits and had to borrow from the Federal 
Reserve‟s discount window to cope with liquidity problems. Despite an initial 
pledge of assistance, additional deposit withdrawals forced the Federal Deposit 
Insurance Corporation (FDIC) to announce a rescue plan that, essentially, 
nationalised the bank. As part of the resolution, the FDIC protected insured 
depositors, guaranteed uninsured accounts greater than US $100,000 
(approximately R870 000) and protected Continental‟s bondholders from losses. 
It is clear that the underlying problem at Continental was liquidity risk as the bank 
was unable to liquidate its assets to satisfy its fast-fleeing creditors (Basel 
Committee on Banking Supervision, 2004). At the time of closure, Continental‟s 
net worth was over US $2 billion (approximately R17.4 billion).  
 
3.3.8 Lehman Brothers 
 
In 2008, the fourth largest United States investment bank was Lehman Brothers 
Holdings Inc. (LBHI). The bank provided work for 25 0000 employees and owned 
US $639 billion (approximately R5.6 trillion) in assets, US $613 billion 
(approximately R5.3 trillion) in debt and US $155 billion (approximately R1.3 
trillion) in bond debt. Lehman‟s bankruptcy filing was the largest in United States 
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history, surpassing the bankruptcies of WorldCom and Enron (Cassim, 2009:1). 
On September 15, the bank declared bankruptcy primarily due to the losses 
caused by the collapse of the US sub-prime mortgage market in which LBHI had 
been investing its assets for several years (CLCF-Lehmans Brothers Case).  
 
LBHI‟s risk management operations initially reported distress in the mortgage 
market towards the end of 2006. The securitization division raised rates on its 
bonds to reflect this higher risk, which resulted in a higher interest on the loans 
LBHI mortgage units made to home owners. This, however, had little effect on 
discouraging borrowing and led to the tightening on lending standards. By the 
end of 2006, LBHI began hedging against its mortgage exposure. Some traders 
were allowed to bet against the prices of home loans by shorting indexes tied to 
mortgage securities. Although these measures were taken, it is of the general 
opinion that the bank did not move fast enough to reduce risk (Cassim, 2009:3). 
 
In 2007, LBHI acknowledged the instability in the United States housing market 
as defaults on subprime mortgages reached a seven-year high. Although earlier 
that year, LBHI stock had reached $86.18 (giving it a market capitalisation of 
approximately R522 billion), there were concerns that rising defaults would affect 
profitability and this resulted in the biggest one-day stock drop in five years.  
Despite these warnings, the firm reported record revenues and profit, with the 
LBHI CFO saying that the risks posed by rising home defaults were contained. It 
was also stated that there was little chance of the subprime market spreading to 
the rest of the housing market or affecting the United States economy (Cassim, 
2009). Approximately one week after LBHI filed for bankruptcy, the Nomura 
Group (a well-known Japanese financial institution) declared the acquisition of 
the LBHI franchise in the Asia Pacific region and subsequently other franchises 
across Europe and the Middle East (Cassim, 2009:14). 
 
The bankruptcy of LBHI, the largest in US history (Cassim, 2009:10), teaches us 
three lessons. Firstly, irrespective of the size of the business, bankruptcy can still 
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occur; secondly, although the availability of liquidity can temporarily sustain a 
bank under stress, it is ultimately the capital inadequacy which leads to 
bankruptcy (Quintanilla & Sprinzen, 2008). Lastly, regulatory actions or inaction 
can have unpredictable consequences through indirect exposures and linkages 
(Quintanilla & Sprinzen, 2008). 
 
3.3.9 South African Banking Failure 
 
The Saambou Bank was a well-established South African bank and was primarily 
involved in the home-loans market. In order to increase the growth rate of the 
bank, micro-lending was introduced. Traditionally, loans were only available to 
people that had the means or collateral to repay the instalments of the loan, thus 
creating a controlled risk environment. Micro-lending, however, offered 
opportunities to those that would, in a traditional banking environment, not quality 
for a loan. Loans were, therefore, offered to people with no collateral or work 
experience, but unknown to the public was the fact that the bank was 
experiencing increasing liquidity problems. Micro-lending contributed additional 
risks to the bank‟s operations and management was unprepared. The additional 
risk as a result of micro-lending was the increase in the banks‟ demand for 
liquidity (Financial Mail, 2002; Stokes, 2007).  
 
In September 2002, authorities were forced to take action due to a public 
announcement that the Saambou Bank would be unable to repay deposits made 
by customers and would also be unable to meet all of its obligations due to 
inadequate capital levels. Specific actions taken by authorities included closing 
branches across the country. First National Bank bought Saambou‟s operations, 
which included 80000 accounts valued at R9 billion (Stokes, 2007). 
 
The Financial Mail (2002) is of the opinion that banks should be allowed to fail 
and that the creation of a regulatory system that prevents bank failures 
encourages banking executives to perform irresponsibly. It additionally states 
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that capital provided by the SA Reserve Bank to commercial banks should not be 
seen as a solution and only postpones the warning signs for a later date. 
 
3.3.10 The Greek Financial Crisis 
 
The most recent bank failures occurred in Greece in 2010. The 2007-2009 global 
financial crisis had a severe impact on the Greek economy. Greece has been 
guilty of uncontrolled spending as well as the failure on its government‟s part to 
implement new financial improvements. Uncontrolled spending was due to banks 
in Greece being able to borrow at low interest rates and also its large military 
budget on joining the Eurozone (The Times, 2010). The truth regarding Greece‟s 
actual financial position has, for many years, been hidden from the public. 
However, it has since been calculated that the country spends 12.7% more than 
it earns and that the national debt of Greece exceeded Euro €300 billion 
(approximately R3.3 trillion) in 2010 (CNN, 2010). In addition, Greece had to 
borrow Euro €50 billion (approximately R550 billion) in 2010 just to pay its debts. 
Foreign investors are, therefore, unlikely to invest in Greece due to it being 
downgraded to the country with the worst credit rating in the Eurozone. The 
downgrade of the country‟s credit rating has caused the interest rate at which the 
country borrows money to increase as well (The Times, 2010). Therefore, the 
country will probably remain unable to repay its debts due to the lack of foreign 
investors and increasing interest rate levels on outstanding loans (CNN, 2010). 
 
The credibility of the Euro will be tested as the country is in breach of Eurozone 
rules regarding debt management and all financial markets expect the country to 
default on its debt repayments. Countries such as the Republic of Ireland, Spain 
and Portugal are also being inspected to ensure that the Greek financial crisis is 
not repeated. A repeat of this crisis could have disastrous effects for the Euro 
and cause it to fall behind other currencies (The Times, 2010). 
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Steps taken by the Greek government to resolve the financial crisis include the 
increase of taxes on petrol, alcohol and tobacco. The public sector has 
experienced pay cuts and the government has increased the retirement age by 
two years. Tax evasion is also treated as a serious offence and tough new 
regulations have been put in place. The Greek government aims to reduce its 
deficit, with the implementation of the new measures, by more than €10 billion 
(approximately R110 billion). The changes implemented have predictably been 
met with some resistance and have seen an increase in the number of worker 
strikes resulting in the closure of airports, government offices, courts and 
schools. In addition to the implementation of the new government measures, the 
16 countries in the Eurozone have all agreed to a co-ordinated bilateral loan as 
part of a rescue plan to help Greece as a last resort (CNN, 2010).  
 
3.3.11 Strategic Risk‟s Impact on Bank Failures 
 
Bank failures across Europe, the Far East and America have been reported and 
several trends have emerged. An outline summarising the main reasons for bank 
failures is provided in Table 3.1.  
 
TABLE 3.1: SUMMARY OF GLOBAL BANK FAILURES 
COUNTRY MAIN REASON FOR BANK FAILURE 
Germany 
 Foreign exchange rate fluctuations 
 Inadequate capital position 
Japan 
 Credit risk due to non-performing loans 
 Inadequate capital position 
Norway 
 Credit risk due to non-performing loans 
 Inadequate capital position 
 Low level of banking supervision 
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COUNTRY MAIN REASON FOR BANK FAILURE 
Spain 
 Increased inflation 
 Inadequate management 
 Default loans 
 Inadequate capital level 
 Lack of banking supervision 
Sweden 
 Lack of supervision 
 Inexperienced banking supervision authority 
 Inadequate capital levels 
 Default loans 
Britain 
 Extensive fraud 
 Lack of banking supervision 
 Complex group structure 
United States  Increased liquidity risk 
South Africa  
 Micro-lending increased liquidity demand 
 Insufficient capital 
Greece 
 Increased interest rate levels 
 Fraud 
 
From Table 3.1, it can be seen that a large factor driving failure is the lack of 
capital compared to the amount of loans approved. In certain cases, 
inexperience of bank management was a factor due to a lack of training for a 
highly competitive environment. In order to obtain a competitive advantage, 
several banks established new branches in the hopes of attracting new 
customers; however, this exposed banks to substantial liquidity risks. Other 
contributing factors include a lack of supervision from a governing body, fraud 
and the publishing of inaccurate financial statements. With government 
assistance and the injection of capital, some banks were able to survive, 
although this was generally short-lived and, in most cases, the banks relapsed 
due to the fundamental problems not having been addressed suitably. 
 
 61 
 
3.4 FINANCIAL RISK       
 
Financial risk is an umbrella term used to describe all risks relating to financing 
including credit risk, interest rate risk and liquidity risk. The main components for 
managing financial risk include establishing a risk management committee that is 
responsible for the overall risk management framework and policies. The 
framework must contain risk limits regarding credit, duration of loans and the 
overall risk position of the commercial bank. The commercial bank management 
must ensure that there is an adequate separation of duties to facilitate a more 
effective control environment. A risk management unit should also be 
established, which should be responsible for monitoring the limits set out in the 
risk management framework, analysing the risks and offering support. Lastly, an 
independent internal audit function should be established with authority to report 
directly to the supervisory board (White, 2011). 
 
3.4.1 Credit Risk Management 
 
Credit risk pertaining specifically to banks is a result of customers‟ inability or 
unwillingness to fulfil their financial obligation towards a bank. The direct 
consequence is an economic loss to the bank. Monetary items such as 
customers defaulting on loans and overdraft payments are a credit risk to banks, 
as are non-monetary items such as guarantees and letters of credit. Monetary 
items are transactions that appear on the balance sheet whereas non-monetary 
items are transactions which do not (Risk Management Guidelines for Banks and 
Financial Institutions, 2010). 
  
A bank‟s board of directors is responsible for overseeing all credit-related 
functions and it is therefore its responsibility, and senior managements, to ensure 
that the bank does not issue any loans to its customers without reasonable 
assurance that the customer will be able to afford the loan‟s repayments. This 
assists the bank to adequately manage its credit risk exposure. An annual review 
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of the business strategy should be undertaken in order to keep the strategies and 
policies used to determine successful loan applications current (Risk 
Management Guidelines for Banks and Financial Institutions, 2010). The annual 
review should address concerns such as the extent to which risk will be tolerated 
and the maintenance of the banks‟ capital contribution to ensure that its risk 
exposure is sufficiently covered. In addition, strategies and policies set out by the 
board of directors must be monitored to identify, measure and regulate credit 
risk. A commercial bank must, therefore, also employ or develop skilled labour to 
implement all strategies and policies set out by its board of directors. The annual 
review should also ensure the utilisation of internal auditors to confirm that 
sufficient control procedures are in place and that all credit risk exposures that 
exceed the control of senior management are reported to the board of directors 
directly. Finally, management must ensure that it consistently reports on the 
banks‟ overall financial position (Risk Management Guidelines for Banks and 
Financial Institutions, 2010).  
 
As mentioned, it is the responsibility of a bank‟s board of directors to delegate 
authority to senior management since management is responsible for the 
development of credit policies and administrative procedures, which are then 
authorised by the board, to ensure its consistency with the strategies set out by 
the board. In addition, senior management must implement the credit risk 
management strategies and policies and a suitable reporting system, which 
includes the credit portfolio and the monitoring of the credit risk exposure. Lastly, 
senior management must establish several internal controls to ensure employee 
accountability and the development of communication structures to ensure 
accurate, timely and relevant credit risk information (Risk Management 
Guidelines for Banks and Financial Institutions, 2010).  
 
The earliest risk management strategy which focused on credit risk management 
was developed in the 1980s and was adopted by the United States of America as 
the CAMEL system. This was shortly followed by the Basel I framework in 1988, 
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the PATROL system in 1993, the BAKIS and ORAP systems in Germany and 
France in 1997 and the RATE system employed in the UK in 1998. In 1999, the 
Basel I framework was replaced with a contemporary framework, Basel II 
(Brunner, Hinz & Rocha, 2008:3).  
 
Although several risk management models were applied globally, for the purpose 
of this study, the Basel II and COSO models will be investigated as they are the 
most prevalent and widely accepted models. 
 
a The COSO Approach 
 
The Committee of Sponsoring Organizations (COSO) 2004 model is a popular 
choice as it can be implemented in any business regardless of size (Bowling & 
Rieger, 2005:37). The model is implemented for establishing internal controls to 
manage risk and highlights eight focus areas: 
 
 The internal environment: management must agree on the amount of risk 
they are willing to take; 
 Organisational objectives: the four areas discussed are strategic, 
operations, reporting and compliance; 
 Events must be distinguished between risks and opportunities: banks 
must ensure that they meet their objectives and distinguish between risks and 
opportunities to avoid hampering the aims of the business; 
 Analysing risks according to their probability and impact: management 
strategies are developed based upon the risks that have been identified and 
the probability that the risks will have a negative impact on a commercial 
bank; 
 Selection of risk responses: the business must decide on the correct 
course of action i.e. avoid, reduce, share or accept; 
 Effective policies and procedures: ensure the policies do, in fact, reduce 
the impact of risks on business; 
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 Communication of information: reliable information must be communicated 
to senior management and the board of directors; 
 Regular updating of the strategies and policies: the board of directors and 
senior management must ensure that a commercial bank‟s strategies and 
policies are continuously updated to ensure the early identification of risks 
that could impact on it. 
 
The COSO approach can be visualised and represented by the form of a Rubik‟s 
cube in which each side addresses the eight components central to the 
objectives of the model. The COSO model is presented in Figure 3.1. 
 
FIGURE 3.1: THE COSO 2004 MODEL   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Source: Adapted from Bowling and Rieger (2005:37). 
 
The model is an excellent means to visually correlate the eight components of 
the COSO approach and may be the reason for the model‟s popularity.  
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b The Basel Framework 
 
The Basel Committee on Banking Supervision was established in 1974 as the 
Committee on Banking Regulations and Supervisory. The first meeting took 
place in February 1975 and meetings are held regularly three or four times a 
year. The committee is represented by members from around the world and 
encourages convergence towards common approaches and common 
supervisory techniques. In 1988, the capital measurement system, commonly 
referred to as the Basel Capital Accord (or the 1988 Accord), was approved and 
released to banks in July 1988. This framework is periodically revised and 
updated and the most recent version is the New Capital Framework/Basel II 
Framework released on 26 June 2004. The new Framework consists of three 
distinct pillars to develop and expand on the standardised rules for risk 
management set forth in the 1988 Accord (Basel Committee on Banking 
Supervision, 2009). 
 
The first pillar recommends the minimum capital required by banks in order to 
protect against risk exposures. Pillar 1 focuses on credit, market and operational 
risks and rates the risks according to the risk-return principle (Leeladhar, 2005:2). 
The second pillar requires the implementation of a supervisory review in order to 
identify whether the minimum capital requirements identified in Pillar 1 are, in 
fact, adequate to control a bank‟s risk profile. Pillar 2 not only includes the risks 
covered under Pillar 1 but also includes interest rate, liquidity, strategic and 
reputation risks (Leeladhar, 2005:2). The third pillar requires banks to adhere to 
customers, depositors and rating agencies‟ expectations to act accordingly within 
banking regulations. In addition, banks must benchmark themselves with 
competitors in order to create a uniform regulatory system (Leeladhar, 2005:2). 
The three pillars of the Basel II Framework are shown in Table 3.2. 
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TABLE 3.2: COMPARISON OF THE THREE PILLARS OF BASEL II  
PILLAR 1 PILLAR 2 PILLAR 3 
MINIMUM CAPITAL 
REQUIREMENT 
REGULATORY COMPLIANCE 
MARKET 
DISCIPLINE 
Risk-based capital 
rule reflecting: 
 Market risk 
 Credit risk 
 Operational risk 
Reporting obligations leading to more 
transparency and accountability 
Specific risks include: 
 Interest rate risk 
 Liquidity risk 
 Strategic risk 
 Reputation risk 
Meaningful disclosure 
Source: Adapted from Brunner, Hinz and Rocha (2008:4). 
 
The Basel Accord allows banks the use of two approaches to calculate their 
credit risk capital requirements. The first approach is a standardised approach 
that uses prescribed ratings for risk-weighting assets and the second is an 
internal rating-based approach, which uses internal estimates of components of 
credit risk to calculate this risk. The components of credit risk include probability 
of default, exposure at default, loss-given default and credit risk exposure 
measurement (Schuermann, 2004:2-3). The credit risk models are necessary to 
the loan origination process: monitoring and reporting on the reliability of loan 
portfolios facilitates the adequacy of loan loss reserves and provides profitability 
analysis systems (Barry, 2003). Adequate credit risk models lower processing 
costs and help improve returns for financial institutions (Yu, Garside & Stoker, 
2001). Each of the models used to measure credit risk will be further examined. 
 
 Probability of Default  
The probability of default model is considered to be the cornerstone of credit 
risk modelling and calculates the probability that a customer will default on his 
or her credit obligation (Schuermann & Hanson, 2004). The probability is 
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calculated for each individual customer and each of them receives a credit 
grade according to the outcome of the calculation. Variables such as financial 
performance, customer behaviour and sector outlook are considered in the 
calculation (Zhao, 2007:51-52).  
 
 Exposure at Default 
The exposure at default model estimates the level of expected usage of a 
credit facility at the time of a borrower‟s default. This model suggests that a 
customer‟s use of credit facilities increases before they default (Zhao, 
2007:52). Alternatively, if a commercial bank asset experiences a loan 
default, the exposure at default model calculates money the commercial bank 
will lose due to it. This model does, however, not take any credit risk 
mitigation techniques such as guarantees, collateral and securities into 
account (Basel II Risk, 2011).  
 
 Loss Given Default 
Schuermann (2004:1) defines loss given default as the credit loss incurred if a 
customer of a bank should default on their obligation to it. The loss given 
default model calculates the amount of debt that will not be recovered in the 
event of default. Variables considered include the type of borrower, risk 
mitigation such as collateral, industry sector of the borrower and current 
economic conditions (Zhao, 2007:52). 
 
 Credit Risk Exposure Measurement 
The credit risk exposure measurement model uses derivatives to calculate 
commercial banks‟ exposure to credit risk and factors in such variables as 
interest and foreign exchange rates in the calculation (Zhao, 2007:52). 
 
The credit risk models mentioned above assist banks to measure their level of 
credit risk exposure. Management must agree what level of credit risk is 
acceptable. 
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3.4.2 Interest Rate Risk Management 
 
The Basel framework is intended to be used as a general guideline to 
appropriately manage risk stemming from the increase and decrease of interest 
rates. The management of interest rates includes the development of a business 
strategy, the existence of assets and liabilities in banking and trading activities 
and an adequate internal control system. The Basel framework has identified 15 
principles that under the Basel II Capital Accord are considered to be the 
minimum standards expected of internationally active banks in order to manage 
interest rate risk (Basel Committee on Banking Supervision, 2001b). 
 
These 15 principles are summarised in Table 3.3. 
 
TABLE 3.3: THE 15 PRINCIPLES OF THE BASEL II FRAMEWORK  
PRINCIPLE DESCRIPTION 
1 
 It is the responsibility if the board of directors to set strategies and 
policies with regards to the management of interest rate risk and to 
ensure that senior management implement the strategies and policies 
set out by the board of directors. 
2 
 Senior management must ensure that resources are available to 
manage the level of interest rate risk appropriately.  
3 
 Individuals and committees, which are responsible for the 
management of interest rate risk, must ensure that there is adequate 
separation of duties among employees in the risk management 
process to avoid potential conflicts of interest. 
4 
 Policies and procedures specifically related to interest rate risk must 
be clearly defined and consistent with the nature of their activities. 
5 
The introduction of new products and activities may expose banks to 
risks; therefore, all new products and activities are subject to adequate 
procedures and controls before being introduced. 
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PRINCIPLE DESCRIPTION 
6 
It is essential that banks have interest rate risk measurement systems 
that capture all material sources of interest rate risk and that assess 
the effect of interest rate changes in ways that are consistent with the 
scope of their activities.  
7 
Operating levels must be enforced to ensure that exposures are 
maintained to a level that is consistent with banks‟ internal policies. 
8 
 The vulnerability of exposure to interest rate risk must be tested by 
banks and the results reviewed when establishing policies and 
procedures. 
9 
It is important for banks to have an adequate information system in 
order to report interest rate risk exposures to senior management. 
10 
Regular independent reviews and evaluations of the effectiveness of 
the internal control system over their interest rate risk management 
process must be performed to ensure that it is kept up to date.  
11 
 Information regarding the banks‟ exposure to interest rate risk must be 
provided to supervisory authorities to control and evaluate the level of 
interest rate risk. 
12 
Banks must ensure that sufficient capital is available to match the level 
of interest rate risk they are exposed to. 
13 
The banks‟ level of interest rate risk and the management of the threat 
must be released to the public in order to remain transparent. 
14 
The internal measurement system must be assessed to establish 
whether it adequately captures the interest rate risk. Should the 
assessment find the internal measurement system to be inadequate, 
the bank must ensure the system meets the required standard. 
15 
 If supervisors determine that a bank is not holding capital equal to the 
level of interest rate risk, they should either consider reducing the 
bank‟s level of risk, or increase the amount of capital, or a combination 
of both.  
Source: Adapted from Basel Committee on Banking Supervision (2001b). 
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Table 3.3 gives a brief description of the 15 principles outlined by the Basel 
Committee. The principles serve as a guideline for the boards of directors and 
the senior managements of commercial banks. The purpose of these principles is 
to assist in the appropriate management and control of interest rate risk. 
 
Several models have been identified to measure interest rate risk in commercial 
banks such as the maturity structure analysis, balance sheet projection, gap 
analysis, net interest income projection, risk-return analysis and ratio analysis 
(Falkena & Kok, 1988; Heffernan, 1996; Bessis, 2002; Sinkey, 2002; Gup & 
Kolari, 2005). 
 
 Maturity Structure Analysis 
Interest rate risk is partly due to a mismatch in the maturity dates of assets 
and liabilities (Faure, 2002). Maturity structure analysis assists commercial 
banks to identify their level of risk exposure by measuring the difference in 
maturity dates of variable-rate and fixed-rate items. Variable interest rates are 
interest rates that change periodically and are based on an outside indicator 
such as the prime interest rate. Fixed interest rates on loans remain at the 
same level for the length of the term (Falkena, Kok & Meijer, 1987).  
 
 Balance Sheet Projection 
Maturity structure analysis is described as an interest rate measuring tool that 
focuses on the future. Balance sheet projection, on the other hand, is a 
process used to measure interest rate risk using balance sheet projection on 
a monthly basis. This enables a commercial bank to forecast interest rate risk 
variables for a specific period (Falkena et al, 1987). When a projected 
balance sheet is presented, it will contain an opening balance sheet that is 
based on audited figures from last year or estimated figures from the current 
year. If the business is a new start-up, its opening balance will contain no 
figures (Falkena et al, 1987). 
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 Gap Analysis 
Gap analysis is the most commonly used interest rate measurement tool and 
is defined as a process that groups assets and liabilities according to their 
interest rate sensitivity, interest return or interest cost (Heffernan, 1996; Gup 
& Kolari 2005). Gap analysis identifies a difference between the rate sensitive 
assets and the rate sensitive liabilities and is represented in rand terms. The 
difference between these assets and liabilities is an indication of the net 
interest income that the bank can expect, as well as the interest rate 
sensitivity of the commercial bank (Falkena et al, 1987). A positive gap 
indicates a larger amount of assets maturing whilst a negative gap indicates a 
larger amount of liabilities maturing (Falkena et al, 1987). Therefore, a 
negative gap is an indication that the commercial bank is vulnerable to 
interest rate risk. 
 
 Net Interest Income Projection 
A net interest income projection enables a commercial bank to calculate 
future cash flows as a result of interest earning assets and interest payable 
liabilities (Falkena et al, 1987). The amount of net interest income is a 
representation of the difference between interest income and interest 
expenses. The amount of net interest income that has been projected is 
subject to changes due to market interest rates and asset and liability growth 
(Falkena et al, 1987). 
 
 Risk-Return Analysis 
Risk-return analysis is a process that is based on simulation exercises that 
introduce different gap exposures into different interest rate scenarios in order 
to evaluate their effect on the net interest income of a commercial bank 
(Falkena et al, 1987). 
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 Ratio Analysis 
Ratio analysis is a measurement tool used to analyse financial statements in 
order to evaluate the performance of a commercial bank. Performance is 
assessed through industry and inter-firm benchmarking. Commercial banks 
manage interest rate risk by focusing on specific ratios that influence their risk 
position (Correia, Flynn, Uliana & Wormald, 2003). Ratios used to evaluate 
the exposure of a commercial bank to interest rate risk includes the Times 
Interest Earned Ratio, which is a measurement of the commercial banks‟ 
ability to pay their interest obligations by comparing the earnings acquired by 
them before the deduction of interest and tax to the interest expense (Marx, 
de Swardt, Beaumont Smith & Erasmus, 2009). 
 
3.4.3 Liquidity Risk Management 
 
When the Basel Committee on Banking Supervision was established in 1975, its 
chairman, George Blunden, vowed that capital and liquidity adequacy 
performance of commercial banks would be a focus point. Commercial banks 
provide liquidity in the form of cash to borrowers and depositors on short notice. 
This, however, exposes a commercial bank to the risk that it will have insufficient 
funds to meet the random demands of its customers (Gatev et al, 2006:1). The 
asset liability management is part of the overall risk management strategy at 
commercial banks. The assets and liabilities are monitored on a continuous basis 
to ensure an adequate balance between their maturity dates, cost, rates and risk 
exposure (Raghavan, 2003). 
 
The successful implementation of Basel II enabled commercial banks to better 
anticipate risk and take the correct action that would reduce any negative impact 
the risk might cause. The 2007-2009 global financial crisis exposed weak points 
in Basel II due to the lack of an adequate liquidity risk management framework. 
As a result, the updated framework; Basel III, will include a liquidity risk 
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management framework and will require commercial banks to increase the 
amount of capital that they hold by 10.5%. 
 
Liquidity risk is the possibility that commercial banks will be unable to fund 
increases in assets, manage unplanned changes in funding sources and meet 
obligations when required without incurring additional costs or inducing a cash 
flow crisis. In order for commercial banks to ensure that they have sufficient liquid 
assets to meet liabilities when they fall due and also able to meet the unexpected 
demands for funds by their depositors or creditors, banks must ensure that 
effective and strong liquidity risk management policies are in place. Firstly, a 
liquidity risk management policy should be developed and documented by a 
bank, endorsed by its board of directors and submitted to the Reserve Bank. 
Secondly, the liquidity risk management policy must be reviewed and submitted 
to the Reserve Bank annually. Thirdly, the tools used to determine the adequacy 
of a commercial bank‟s liquidity position must at least include minimum identified 
indicators, maturity mismatch analysis and cash flow projections. Fourthly, to 
improve the monitoring of the overall liquidity position of a commercial bank, the 
bank should establish an Asset Liability Committee, adequate information 
systems, internal controls, intra-group liquidity management and liquidity reviews. 
Fifthly, the overall liquidity position of a commercial bank must be measured, 
monitored and controlled in all the currencies in which the bank operates. Lastly, 
each bank must establish an efficient and effective contingency plan to ensure it 
is prepared for an economic collapse or bank crisis. 
 
Table 3.4 provides a summary on the three broad categories of risk in 
commercial banks. 
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TABLE 3.4: A SUMMARY OF THE THREE BROAD RISK CATEGORIES 
 
OPERATIONAL RISK STRATEGIC RISK FINANCIAL RISK 
 
 The risk of direct or 
indirect loss resulting 
from inadequate or 
failed internal 
processes, people and 
systems or from 
external events 
 This risk has the 
potential to affect 
future performance 
and is encountered 
during the general 
business cycle, which 
describes the 
economic growth and 
failure of banks 
 All the risks relating 
to financing 
including credit risk, 
interest rate risk 
and liquidity risk 
 
 
 Prevents errors/fraud 
by employees 
 Assists management 
to assess employee‟s 
competency 
 Monitors overall risk 
exposure 
 Identifies actual and 
potential losses 
 Encourages the 
utilisation of tools and 
resources effectively 
 Protection of 
business reputation 
 Potential to 
increase profitability 
of commercial 
banks if managed 
properly 
 Increases market 
value of the 
business 
 
 Inadequate internal 
processes 
 Employee failure 
 Failed internal systems 
 External macro 
environment 
 Demographic change 
 Urbanisation 
 Level of education 
 Business ethics 
 Technological 
innovations 
 
 Changes in 
commodity prices 
and currency 
exchange rates 
 Credit risk 
 Default loans 
 Overdraft payments 
 Fluctuating interest 
rates 
 Liquidity risk 
 Insufficient funds to 
meet demands 
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 OPERATIONAL RISK STRATEGIC RISK FINANCIAL RISK 
 
 Effective 
communication with 
the board of directors 
 Inclusion in the 
commercial bank‟s 
total risk management 
strategy  
 Implementation of risk 
management tools 
such as self-
assessment, risk 
mapping, risk 
indicators, escalation 
triggers and loss event 
models. 
 Mergers 
 Government capital 
injection 
 Appointment of an 
authority responsible 
for bank supervision 
 Establishing 
guarantee funds 
 Increased on-site 
inspections 
 Limiting the number 
of new branches 
 Increased minimum 
capital level  
 Evidence of 
management 
experience 
 Establishing risk 
management 
committee 
 Adequate 
separation of 
employee duties 
 Monitor financial 
risk limits set by 
financial risk 
framework 
 Appoint 
independent 
internal audit 
function 
 
3.5 SUMMARY  
 
This chapter examined the three broad categories of risk experienced by 
commercial banks namely, operational, strategic and financial. Operational risk 
was previously regarded as unimportant due to the fact that its management did 
not increase the revenue of the commercial banks. However, operational risk is 
lately recognised as a critical risk that must be managed effectively since it can 
improve the profitability of the commercial banks indirectly. Aspects to consider 
when managing operational risk include inadequate internal processes, 
employee failures, failed systems and the external macro environment. 
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Strategic risk describes the future performance of a business. In order to ensure 
the future survival of a commercial bank, the key areas to be monitored include 
the provision of adequate capital, suitable supervision and compliance with the 
regulatory standards set by the Basel Accord. Failure to monitor and control 
these areas of strategic risk exposes the bank to a potential bank crisis and 
possible closure. Such was the case of banks in Spain in 1962, where the 
abolishment of previous banking regulations resulted in the opening of multiple 
branches. This made the Spanish banking system susceptible to a lack of cash 
flow that eventually escalated into a banking crisis.  
 
Credit, interest and liquidity risk are considered to be three important financial 
risks. Financial risks are commonly considered to be the most important ones in 
a commercial bank and, therefore, there are numerous models and controls 
systems in place to regulate these risks. The Basel II framework is the most 
widely used due to the Basel Committee regularly updating the framework with 
the most recent update being the highly anticipated Basel III model for 
implementation in 2013. This update will disclose the minimum capital 
requirements and the overall liquidity position of commercial banks, currently not 
addressed in the Basel II model.  
 
In Chapter Four, a framework will be compiled in order to address the key pitfalls 
of Basel II.  This will result in a framework to investigate risk, that satisfies the 
requirements of South African commercial banks. 
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CHAPTER FOUR 
RISK MANAGEMENT FRAMEWORK 
 
4.1  INTRODUCTION 
 
In Chapter Three the components of risk management with specific reference to 
those needed in commercial banks was discussed. The components discussed 
included the three main categories of risk, namely, operational, strategic and 
financial.  
 
Chapter Three found that strategic risk management is critical to the success or 
failure of a commercial bank. This was evidenced by the numerous banks that 
failed globally. Contributing reasons for this failure included, but were not limited 
to, a lack of capital, the employment of inexperienced employees and staff 
management and the lack of sufficient supervision from an external independent 
committee. Financial risk was used as an umbrella term to describe credit, 
interest rate and liquidity risks. Of the many risk management frameworks 
available, the Basel framework was found to be the most popular and ultimately 
is the more prevalent utilised globally. Credit risk was determined to be 
measured by the probability of default model, exposure at default model, loss 
given default model, and credit risk exposure models. Interest rate risk models 
were found to be plentiful and included maturity structure analysis, balance sheet 
projection, gap analysis, net interest income projection, ratio analysis and the 
risk-return analysis models. Operational risk highlighted the importance of 
managing operational risk effectively and was discovered to be increasing in 
perceived importance.  
 
Chapter Four will begin with guidelines to manage general risks i.e. risks that do 
not fall within the three categories identified in Chapter Three and mentioned 
above.  The specific risk management guidelines and their application in a 
commercial bank will then be identified for each of these. 
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The purpose of this study is to develop a framework to investigate risk 
management in commercial banks. However, it is important to recognise that this 
study can also be applied to other businesses as well.  
 
4.2  GENERAL RISK MANAGEMENT 
 
The risk management objectives of a commercial bank are traditionally 
subdivided into two different categories, namely, post-loss and pre-loss 
objectives. Post-loss objectives are objectives that commercial banks have to 
manage after a negative occurrence and are mainly dedicated to their survival. 
Additionally, banks must continue operations in order to stabilise their bank 
earnings and increase growth. Commercial banks must also repair any damage 
done to their reputations and ensure that they continue to operate as socially 
responsible entities (Sehn, 2011). 
 
Sehn (2011:2) described the risk management process as having four steps, the 
first of which is the identification and analysis of a bank‟s exposure to risk. 
Secondly, the most appropriate risk management techniques to address 
commercial banks‟ exposure to risk must be identified. The implementation of the 
best risk management technique is the third step. Lastly, monitoring the banks‟ 
exposure to risk and implementing any changes necessary should be done to 
ensure adequate risk management. 
 
Strenk (2007:3) identified that a well-defined risk management strategy should 
include attributes such as ensuring that a bank‟s risk strategy supports its overall 
objectives. A commercial bank should adopt an overall risk culture. The bank 
must realise that risk management is a continuous and systematic process that 
should be incorporated into its overall culture.  It should clearly define risk 
management responsibilities and realise that risk is critical in the financial 
decision-making process. The main principles to be considered in order to 
manage general risk in commercial banks are summarised in Table 4.1.  
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TABLE 4.1: GENERAL RISK MANAGEMENT GUIDELINES 
RISK 
CATEGORY 
MAIN MANAGEMENT PRINCIPLES 
GENERAL 
RISK 
 Identify and analyse the commercial banks‟ risk exposure 
 Identify and implement the most appropriate risk management 
technique to address the banks‟ exposure to risk 
 Continuously monitor the banks‟ exposure to risk to ensure 
adequate risk management 
 Commercial banks‟ overall risk strategy must support the banks‟  
objectives 
 Bank must adopt an overall risk culture 
 Bank must clearly define the employee risk management 
responsibilities 
 Establish an overall risk management committee 
 Adequate separation of duties 
 Establish internal audit function that has the authority to report 
directly to the supervisory board 
 General risk and the management of the risk should be 
communicated to the public in order to remain transparent 
 Establish a contingency plan to ensure the survival of the bank in 
case of a bank crisis 
 
Table 4.1 illustrates the importance that senior management and the board of 
directors play in managing general risk. This can be concluded since many of the 
management principles tabulated require the board of directors and senior 
management to enforce and ensure employee compliance.  
 
4.3 OPERATIONAL RISK MANAGEMENT 
 
The Basel Committee has recognised three approaches used by commercial 
banks to determine the capital charges of operational risk under Pillar 1 of the 
Basel Capital Accord. The following sections will address the specific operational 
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risk management standards as set out in Pillar 2. Accordingly, both Pillar 1 and 
Pillar 2 will be examined in detail (Basel Committee on Banking Supervision, 
2001a). 
 
4.3.1 Basic Indicator Approach 
 
This Basic Indicator Approach is a risk management approach that can be used 
by any bank, regardless of its size or its complexity. There are no specific criteria 
that need to be met for the application of this approach. Therefore, banks are 
encouraged to meet the terms of the guidelines set out in Basel‟s „Operational 
Risk Sound Practices‟ (Basel Committee on Banking Supervision, 2001a). 
 
4.3.2 The Standardised Approach 
 
Banks using the standardised approach are expected to follow the guidelines of 
the „Operational Risk Sound Practices‟ and the specific guidelines set out in the 
Standardised Approach. The specific guidelines in the Standardised Approach 
include firstly, the establishment of an independent risk control and audit 
function. Commercial banks‟ internal audit functions should conduct regular 
reviews to ensure the adequacy of the operational risk management process. 
Secondly, the active involvement of the board of directors and senior 
management, effective risk reporting systems and adequate documentation of 
risk management systems by banks are also encouraged. The data collected 
from these risk reporting systems is then used for management reporting. An 
independent operational risk management and control process is required to be 
established by a commercial bank. The ability to appropriately monitor 
operational risk data is an important tool to manage losses in order to prevent a 
repeated experience. A final guideline to consider is that the specific framework 
used by commercial banks must be reviewed regularly to ensure it has adjusted 
appropriately to the changing business environment (Basel Committee on 
Banking Supervision, 2001a). 
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4.3.3 Internal Measurement Approach 
 
The Internal Measurement Approach uses standardised exposure indicators and 
risk types, set by supervisors, to generate internal loss data. It is essential for 
commercial banks that the use of the Internal Measurement Approach also 
complies with the standards set in the Standardised Approach. The Internal 
Measurement Approach standards expect internal loss data to be accurate due 
to the fact that the commercial bank will be using the data in risk reporting and 
risk analysis. Management and supervisors must, therefore, be confident that the 
risk reporting and risk analysis policies and procedures of their bank are 
thorough. It is, therefore, also critical that a commercial bank employs 
knowledgeable and experienced staff members that are able to identify and 
gather operational risk data that will be used in the development of an 
operational loss database. Staff must ensure that the internal and external loss 
data are relevant to commercial banks‟ current business environments. External 
data is used in combination with internal loss data in order to provide senior 
management with more accurate records for managing and controlling 
operations risk. Figures and information used in the operations risk management 
framework must be validated to ensure that the capital charge is accurate. 
Scenario analysis and stress testing must be conducted as part of the validation 
process by the commercial bank. Commercial banks should encourage senior 
management to use judgement as part of the operations risk management and 
controlling procedure. The judgement, however, should only be carried out by 
authorised employees who are experienced and knowledgeable (Basel 
Committee on Banking Supervision, 2001a). 
 
4.3.4  Operational Risk Management Standards 
 
Experienced staff will be able to measure, manage and control operational risk 
with more accuracy, which could reduce the operational risk capital requirements 
of a commercial bank.  Pillar 2 of the Basel Capital Accord ensures that a 
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commercial bank has sufficient capital to support all its risks, as this level should 
be continuously regulated. Pillar 2 also helps commercial banks improve risk 
management monitoring, managing and controlling techniques. Supervisory 
assessment of operational risk in a commercial bank should include a review of 
the specific approach used to determine its Pillar 1 operational risk capital charge 
and an assessment of the overall capital adequacy for operational risk should 
also be conducted. The commercial banks‟ procedure for the timely and effective 
management of operational risk should be compared to their exposure to 
operational risk. Internal control procedures should be reviewed to ensure that 
the operational risk management procedures are adequate and that the 
commercial bank‟s risk mitigation efforts are effective. 
 
Potential supervisory responses to address any deficiencies identified include 
increasing the monitoring of a commercial bank‟s operational risk management 
policies and procedures and improving internal measurement practices. 
Increasing the minimum capital level, ensuring that adequate improvements to 
the operational risk management practice are made and employing responsible 
personnel and senior management are also recommended (Basel Committee on 
Banking Supervision, 2001a). 
 
The Basel Committee has identified several approaches and standards that 
commercial banks should apply to manage operational risk effectively. The key 
guidelines that are compulsory for banks to manage operational risk adequately 
are summarised in Table 4.2. 
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TABLE 4.2: OPERATIONAL RISK MANAGEMENT GUIDELINES 
RISK 
CATEGORY 
MAINMANAGEMENT PRINCIPLES 
OPERATIONAL 
RISK 
 Establish internal risk control and audit functions 
 Conduct regular audit function reviews 
 Actively involve the board of directors and senior management 
 Control adequate documentation of internal losses 
 Generate accurate internal loss data 
 Develop an effective risk reporting system 
 Continuously review and updated the risk management 
framework  
 Employ knowledgeable and experienced staff 
 Ensure sufficient capital levels 
 Assess supervisory capabilities 
 
As mentioned before, operational risk has been perceived as being less 
important than that of strategic and financial risk. The number of management 
guidelines tabulated in Table 4.2 is testament to its new found importance. 
 
4.4 STRATEGIC RISK MANAGEMENT 
 
Frigo (2009:8) stated that a commercial bank‟s strategic risk management plan 
requires a managerial decision on what the most influential strategic risks faced 
by commercial banks are and how often the list of influential strategic risks is 
updated. An important factor to be considered in the overall strategic 
management plan is the impact risk management can have on a commercial 
bank‟s financing decisions and overall strategic decision making.  
 
Strenk (2007:3) advocates that commercial banks should include in their 
strategic risk management approach an understanding of their ability to absorb 
any potential risks. A commercial bank should also be able to accurately identify 
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and assess risk that could potentially affect its profitability. A framework must be 
established within a commercial bank that enables it to balance its risk control 
activities with risk financing techniques. Risks should also be evaluated on a 
portfolio basis. 
 
Strategic risk management is a planning and management tool that is used in a 
strategic manner to successfully minimise the cost of risk and the cost of doing 
business (Sehn, 2011:2). For the purpose of this study, it is important to consider 
that an effective strategic risk management framework will include operational 
and financial risk management guidelines (Sehn, 2011:2) further states that the 
strategic risk management process consists of four steps namely; insight, action, 
accountability and results. Each of these strategic risk management steps will be 
discussed in the sections that follow. 
 
4.4.1 Insight 
 
Commercial banks use statistical analysis and operational assessment to gain a 
thorough understanding of the actual and potential loss exposures of their banks. 
Statistical analysis is performed on three to five years of data and consists of 
information regarding any investigations and analysis of losses experienced. The 
data is historical in nature; however, it provides a business with the opportunity to 
accurately forecast trends regarding its potential risk exposure.  An operational 
assessment overview to manage a commercial bank‟s operations includes: 
 
 A complete description of the operational process of the bank that includes a 
depiction on the operations performed, materials and equipment used and the 
number of employees; 
 All information regarding losses caused due to inadequate operations. The 
information is necessary to identify any loss trends and access whether the 
controls to prevent future occurrences are adequate; 
 85 
 
 Both new and experienced employees should receive basic safety training 
from the banks‟ management and be made aware of their accountabilities and 
responsibilities; 
 Specific risks that affect the bank, environment or the services offered by it 
must be identified. In addition, the control procedures to limit the risk impact 
must be recognised (Sehn, 2011:2-3).  
 
4.4.2 Action 
 
Internal loss data is used to detect and analyse a commercial banks‟ exposure to 
risk. Cash flow and risk control procedures are therefore used to minimise this. 
Any information obtained during the operational assessment can be used by a 
bank in the development of training methods, safety procedures and compliance 
management suggestions (Sehn, 2011:4).   
 
4.4.3 Accountability 
 
It is important to establish a written service plan to assist a commercial bank 
manage strategic risk during this step. The service plan functions to direct the 
services, assign responsibilities and create a timeframe for the completion of 
tasks regarding the adequate management of strategic risks. The service plan 
should ideally include the primary cause of the loss as well as suggestions for 
programme improvements. This process will assist the management of a 
commercial bank to commit adequate resources for the successful management 
of strategic risk (Sehn, 2011:4).  
 
4.4.4 Results 
 
A commercial bank should monitor the success of its strategic risk management 
strategy. This success is determined by a decline in risks and their costs. A 
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suitable strategic risk management framework is expected to have the following 
workings: 
 
 The various responsibilities of the organisational departments should be set 
out in an adequate strategic risk management structure to ensure that a 
commercial bank achieves its strategic goals and objectives; 
 Commercial banks will be able to adequately forecast and adapt to change 
using effective strategic planning and enabling them to manage the risk more 
proactively; 
 The strategic risk management process must also include proper change 
management to assist employees in accepting the current business 
environment. This will ensure that adequate internal resources and processes 
are available to enable a commercial bank to adapt to the implementation of 
new strategies; 
 Management and supervisors responsible for the implementation of new 
strategies must be adequately skilled and experienced; 
 Commercial banks must ensure that any implemented strategies are 
monitored to ensure their effectiveness; 
 The performance of the implemented strategies should be evaluated and 
feedback must be given to management. This will enable a commercial bank 
to adapt to any deviations from the desired results and to also provide 
recommendations for the improvement of the strategies; 
 The framework should also contain information regarding stress-testing and 
the capital requirements of a commercial bank. Stress-testing is used to 
determine whether the strategic risk management process is capable of 
preventing any losses due to strategic risk. In addition, the framework should 
provide guidance for the human resources management and development of 
employees to ensure that they are skilled and experienced. Information must 
also be provided regarding independent audits and reviews (Sehn, 2011). 
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Several guidelines have been discussed to assist banks manage strategic risks. 
The primary guidelines are summarised in Table 4.3.  
 
TABLE 4.3:  STRATEGIC RISK MANAGEMENT GUIDELINES 
RISK 
CATEGORY 
MAIN MANAGEMENT PRINCIPLES 
STRATEGIC 
RISK 
 Identify most influential strategic risks 
 Document all losses experienced 
 Provide basic safety training for new and skilled employees 
 Develop training methods, safety procedures and compliance 
management suggestions 
 Create awareness of employees and the various departments‟ 
responsibilities and accountabilities 
 Ensure adequate internal resources such as sufficient capital 
levels 
 Employ trained and skilled staff 
 
Since the management of strategic risk cannot be assessed independently from 
operational and financial risks, it is necessary to consider all risks when 
attempting to manage strategic risk effectively. Therefore, Table 4.3 lists 
operational management guidelines such as employing skilled staff as well as 
financial management guidelines such as maintaining adequate capital levels. 
 
4.5 FINANCIAL RISK MANAGEMENT 
 
Fluctuations in the interest rate, foreign exchange rate and equity and commodity 
prices can also be labelled market risks (Monetary Authority of Singapore, 2006). 
Commercial banks should establish market risk policies that reflect their strategy 
and have been approved by their boards of directors. The market risk policy 
should include the following recommendations: 
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 The market risk measurement technique should be communicated to a 
commercial bank‟s board of directors; 
 The board of directors should make a decision on the amount of risk the bank 
is willing to accept and how often that specific level of risk is evaluated; 
 The authority and the responsibilities of the board of directors, senior 
management, and other employees should be clearly defined for the 
management of market risk; 
 The bank should establish guidelines to create the market risk control limit 
structure and an adequate capital level. The guidelines should also provide 
control procedures for the investigation of any uncertain transactions 
(Monetary Authority of Singapore, 2006). 
 
It is imperative that all banks have adequate risk management procedures in 
place in order to implement the adopted market risk policies and strategies. 
These procedures should be well documented and available in the form of a 
manual of which the relevant staff should be knowledgeable. These documents 
should clearly indicate the steps for the processing of the market risk control 
method. The documents should also undergo regular reviews in order to stay 
relevant and up to date with new systems or changes in the market. A 
comprehensive interest risk management policy is centred on the application of 
four basic elements: 
 
 Appropriate board and senior management oversight; 
 Adequate risk management policies and procedures; 
 Appropriate risk measurement, monitoring and control functions; and 
 Comprehensive internal controls and independent audits. 
 
Irrespective of the risk management procedure employed, the ultimate purpose 
of the interest rate risk management procedure is the identification of an authority 
figure responsible for identifying possible interest rate risk from products or 
activities. The establishment of a means to measure the risk control system and 
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develop suitable strategies is an aim of the risk management procedure. The 
procedure should identify all potential risks in due time in order to allow 
businesses time to plan and minimise exposure. The risk management 
procedure relies on constant observation and necessitates the need to report all 
risk exposures. Senior management should, therefore, ensure that there are 
adequate resources to support these monitoring and auditing functions. The 
remarks and observations made should be documented and a detailed report 
delivered to senior management at least quarterly; however, more regularly is 
recommended. It is then the responsibility of the senior management to evaluate 
the report and determine whether the risk management strategies selected are 
appropriate. This evaluation is made by considering the risk limit and amount of 
risk exposure previously determined by senior management, which took into 
account the nature of the bank‟s strategies and activities, its past performance, 
the level of earnings and capital available to absorb potential losses, and the 
business‟s tolerance for risk. 
 
The guidelines used to manage financial risks effectively have been discussed 
thoroughly. The most important principles are summarised in Table 4.4. 
 
TABLE 4.4: FINANCIAL RISK MANAGEMENT GUIDELINES 
RISK 
CATEGORY 
MAIN MANAGEMENT PRINCIPLES 
FINANCIAL 
RISK 
 Evaluate the level of acceptable risk 
 Communicate the risk measurement technique to the board of 
directors 
 Clearly define the responsibilities and authority of board of 
directors, senior management and all other employees 
 Maintain adequate capital levels to ensure risk coverage 
 Establish risk limits regarding credit and duration of loans 
 Assurance that customers can afford loan repayments 
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RISK 
CATEGORY 
MAIN MANAGEMENT PRINCIPLES 
FINANCIAL 
RISK 
 Annual review of financial risk management strategies and 
principles 
 Employ skilled or develop skilled staff members 
 Establish internal audit function to ensure the establishment of 
adequate internal controls 
 Internal controls assists the bank to ensure employee 
accountability 
 Proper  communication structures ensure accurate, timely and 
relevant financial risk data 
 The bank must ensure that resources, including adequate capital 
and skilled employees, are available for the management of 
financial risks 
 
Financial risk is perceived as the most challenging to manage since it includes so 
many other risks such as credit, interest rate, liquidity, foreign exchange and 
commodity price ones. Table 4.4 addresses each of these risk types. 
 
4.6 DEVELOPING A FRAMEWORK TO INVESTIGATE RISK MANAGEMENT IN 
COMMERCIAL BANKS 
 
The management principles used to manage risks in commercial banks were 
tabulated in Tables 4.1, 4.2, 4.3 and 4.4. These management principles, for each 
type of risk, will be compared with the contributing reasons that led to failures of 
commercial banks (see Table 3.1) as well as other important risk factors. This 
comparison is depicted in Table 4.5 and will enable the identification of the short-
comings present in commercial banks‟ risk management strategies. In Table 4.5, 
similarly highlighted text links the management guidelines, that when not 
enforced, have led to bank failures. Note that the reasons stated in the bank 
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failures‟ column are similar in all risk categories as identified in Table 3.1. To 
interpret Table 4.5, one would, for example, consider General Risk and 
correspond “Continuously monitor the banks‟ exposure to risk” with “Inadequate 
management” and both are highlighted in green.  
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TABLE 4.5: FRAMEWORK TO MANAGING RISK IN COMMERCIAL BANKS 
RISK  
MAIN MANAGEMENT 
PRINCIPLE 
FACTORS 
REASONS FOR 
FAILURE 
 
 Identify and analyse the 
commercial banks risk exposure 
 Identify and implement the most 
appropriate risk management 
technique to address the banks‟ 
exposure to risk 
 Continuously monitor the banks‟ 
exposure to risk 
 Commercial banks‟ risk strategy 
must support the banks‟  
objectives 
 Adopt an overall risk culture 
 Bank must define the employee 
risk management responsibilities 
 Establish an overall risk 
management committee 
 Adequate separation of duties 
 Establish internal audit function 
with authority to report directly to 
the supervisory board 
 General risk and risk 
management should be 
communicated to the public  
 Establish a contingency plan to 
ensure the survival of the bank  
 
 
 
 
  Foreign exchange 
rate fluctuations 
 Inadequate capital 
position 
 Credit risk due to 
non-performing 
loans 
 Low level of 
banking 
supervision 
 Increased inflation 
 Inadequate 
management 
 Inexperienced 
banking 
supervision 
authority 
 Extensive fraud 
 Complex group 
structure 
 Increased interest 
rate levels 
 Micro-lending 
increased liquidity 
demand 
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RISK  
MAIN MANAGEMENT 
PRINCIPLE 
FACTORS 
REASONS FOR 
FAILURE 
 
 Establish internal risk control and 
audit functions 
 Conduct regular audit function 
reviews 
 Actively involve the board of 
directors and senior 
management 
 Control adequate documentation 
of internal losses 
 Generate accurate internal loss 
data 
 Develop an effective risk 
reporting system 
 Continuously review and update 
the risk management framework  
 Employ knowledgeable and 
experienced staff 
 Ensure sufficient capital levels 
 Assess supervisory capabilities 
 
 Inadequate 
internal 
processes 
 Employee 
failure 
 Failed 
internal 
systems 
 External 
macro 
environ-
ment 
 Extensive fraud 
 Foreign exchange 
rate fluctuations 
 Inadequate capital 
position 
 Credit risk due to 
non-performing 
loans 
 Low level of 
banking 
supervision 
 Increased inflation 
 Inadequate 
management 
 Inexperienced 
banking 
supervision 
authority 
 Complex group 
structure 
 Increased interest 
rate levels 
 Micro-lending 
increased liquidity 
demand 
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RISK  
MAIN MANAGEMENT 
PRINCIPLE 
FACTORS 
REASONS FOR 
FAILURE 
 
 Identify most influential strategic 
risks 
 Document all losses experienced 
 Provide basic safety training for 
new and skilled employees 
 Develop training methods, safety 
procedures and compliance 
management suggestions 
 Create awareness of employees 
and the various departments 
responsibilities and 
accountabilities 
 Ensure adequate internal 
resources such as sufficient 
capital levels 
 Employ trained and skilled staff 
 
 Demo-
graphic 
change 
 Urbanisa-
tion 
 Level of 
education 
 Business 
ethics 
 Techno-
logical 
innovations 
 
 Foreign exchange 
rate fluctuations 
 Inadequate capital 
position 
 Credit risk due to 
non-performing 
loans 
 Low level of 
banking 
supervision 
 Increased inflation 
 Inadequate 
management 
 Inexperienced 
banking 
supervision 
authority 
 Extensive fraud 
 Complex group 
structure 
 Increased interest 
rate levels 
 Micro-lending 
increased liquidity 
demand 
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RISK  
MAIN MANAGEMENT 
PRINCIPLE 
FACTORS 
REASONS FOR 
FAILURE 
 
 Evaluate level of acceptable risk 
 Communicate the risk 
measurement technique to the 
board of directors 
 Clearly define the responsibilities 
and authority of board of 
directors, senior management 
and all other employees 
 Maintain adequate capital levels 
 Establish risk limits regarding 
credit and duration of loans 
 Assurance that customers can 
afford loan repayments 
 Annual review of financial risk 
management strategies and 
principles 
 Employ skilled or develop skilled 
staff members 
 Establish internal audit function 
to ensure the establishment of 
adequate internal controls 
 Internal controls assists the bank 
to ensure employee 
accountability 
 Proper  communication 
structures ensures accurate, 
timely and relevant financial risk 
data 
 The bank must ensure resources 
are available for the 
management of financial risks 
 Changes in 
commodity 
prices and 
currency 
exchange 
rates 
 Credit risk 
 Default 
loans 
 Overdraft 
payments 
 Fluctuating 
interest 
rates 
 Liquidity 
risk 
 Insufficient 
funds to 
meet 
demands 
 Foreign exchange 
rate fluctuations 
 Inadequate capital 
position 
 Credit risk due to 
non-performing 
loans 
 Low level of 
banking 
supervision 
 Increased inflation 
 Inadequate 
management 
 Inexperienced 
banking 
supervision 
authority 
 Extensive fraud 
 Complex group 
structure 
 Increased interest 
rate levels 
 Micro-lending 
increased liquidity 
demand 
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As per the table above, several management guidelines were not highlighted and 
this therefore represents guidelines that have not been linked to bank failures 
and will be disregarded in the risk management framework. 
 
4.7 SUMMARY 
 
This chapter highlighted the many guidelines currently utilised by commercial 
banks to manage risks. These general risk management strategies were 
subdivided into three classes, namely, operational, strategic and financial risk. An 
important observation that was made from investigating the risk management 
guidelines is the important role carried out by senior management and the board 
of directors. Both are directly responsible for ensuring that the techniques used to 
manage risk are effective, that properly skilled staff are employed, that the 
internal processes of the commercial bank are enforced, that the commercial 
bank has adequate resources available that mirrors their risk exposure and that 
the internal loss data is reported and documented. 
 
The information obtained from investigating the risk management guidelines was 
compared with the management reasons identified that led to bank failures. This 
comparison is represented in Table 4.5. In Chapter 5, the final framework for the 
investigation of risk management in commercial banks will be provided.   
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CHAPTER FIVE 
SUMMARY AND CONCLUSION 
 
5.1 INTRODUCTION 
 
The purpose of this study was to develop a risk management framework which 
could be used by South African commercial banks as a tool to effectively 
investigate and manage their exposure to risk. Managing risk is extremely 
important and advantageous to banks since it has the potential to allow a bank to 
run more effectively and efficiently. For example, by managing operational risk 
successfully, the number of accidents and injuries sustained by employees 
during the manufacturing process can be reduced (Operational Risk 
Management, 2000). In addition, by improving a commercial banks‟ financial risk 
management process, they could potentially become more profitable and reduce 
the number of default loans experienced. 
 
Chapter Four investigated the guidelines available to manage general risks in 
commercial banks. These guidelines were then compared with the reasons for 
bank failures in order to determine which guidelines were critical for a successful 
risk management framework. In this chapter, a summary of the previous 
chapters, the limitations experienced during the course of the study and the 
recommendations for future studies will be provided.  
 
5.2 SUMMARY OF THE STUDY 
 
As mentioned above, this study‟s aim was to develop a framework that could be 
used in commercial banks to investigate risk management. Therefore, the logical 
flow of the chapters resulted in Chapter One highlighting the history of risk 
management. Chapter Two focused on general risk in business and the 
advantages of risk management and Chapter Three discussed the specific risks 
that affect commercial banks. Thereafter, Chapter Four presented the guidelines 
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that are used by commercial banks to manage risk. A brief summary of these 
chapters are provided in the section to follow. 
 
Chapter One provided the historical overview of risk management, which was 
shown by Yunfeng and colleagues (2008) to have taken place in five distinct 
phases. The first phase took place prior to 1960 and focused primarily on the risk 
management of asset operations and liquidity. A shift in focus from operations 
risk management to debt risk management was a characteristic of the second 
phase, which took place between 1960 and 1970. The third phase followed on 
until the 1980s and exposed the inadequacy of debt risk management, which led 
to the introduction of the new risk management theory developed by Black-
Schole-Merton. A better understanding of risk on behalf of businesses, which 
resulted in the exposure of the limitations imposed by the asset-debt risk 
management theory occurred during the fourth phase. The final phase took place 
over the last 20 years and has been symbolised by the rapid growth of the gross 
economic value and economic mode (Yunfeng et al, 2008:31).  
 
Chapter One also introduced the primary objective of the study which was to 
analyse the published literature available regarding risk management in 
commercial banks so as to establish a possible framework to investigate risk 
management. Subsequently, in order to evaluate the risk management 
procedures in place in commercial banks, the following secondary objectives 
were also pursued: 
 
 To conduct a literature review based on commercial bank risk management 
by focussing on an overview of risk management in general. In addition, the 
definition and importance of risk management in commercial banks were 
investigated and the factors that influence the risk exposure of commercial 
banks. The history of commercial bank risk management and all previous 
research on commercial bank risk management were also discussed; 
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 To analyse literature on risk in the banking industry, specifically with regards 
to its management; 
 
 To develop a framework to investigate risk management in commercial banks 
in South Africa; 
 
 To provide conclusions and recommendations based on the findings. 
 
Chapter Two examined the contributions made towards the development of risk 
management concepts. It was found that there were several contributions made 
towards these. Some significant contributions include those by the Insurance 
Institute of America in 1966 and the Institute for Risk Management in 1986. 
These contributions culminated in the prediction of the Millennium Bug and 
assisted corporations to successfully manage this risk. Chapter Two also 
provided several definitions of risk management. The phrase „risk management‟ 
is a term which has been re-defined several times by independent organisations 
over the years by Hollman and Forest in 1991, Pyle in 1997, Kloman in 1999b 
and Bauer and Ryser in 2002. By incorporating these independent views of risk 
management, a new definition was produced in which risk management is seen 
as a deliberate action to minimise the effect of an unpredictable event that could 
lead to a loss of financial, physical and human resources. This deliberate action 
involves the identification, analysis and control of risk in order to ensure the 
strong financial position of commercial banks in the long term.  
 
In order to produce a quality risk management framework which could be utilised 
by banks, it was important to examine as many risks that banks are exposed to 
on a daily basis as possible. Chapter Three subsequently identified that these 
risks could be sub-divided into three categories: strategic, operational and 
financial risks (Vojta, 1992:35).  
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The term strategic risk was found to label risks that have the potential to affect 
the future performance of a commercial bank and it is these risks that are often 
encountered during the general business cycle, which describes the economic 
growth and failure of banks. Examples of strategic risks include social factors, 
developments in technology and the reputation of a particular business. 
Managements do not always accept investments into technology due to 
shareholders‟ immediate expectation of profits while the returns on technology 
are often slow (Frigo, 2009). In addition, new technology often disrupts business 
processes and procedures and causes interruptions in the business‟s distribution 
channel(Daniels & Baltay, 2009:2). Misconduct, systems failures and any 
difficulties meeting business objectives could potentially cause damage to the 
reputation of the business (Ortiz, 2009:154). Therefore, it is the purpose of 
strategic risk management to actively control these contributing factors. 
Operational risks are the risk category that includes the risks related to business 
operations and comprise of incorrect decisions on research and development, 
marketing and distribution strategies, manufacturing, labour and material 
sourcing. Gideon (2000:2) suggests that operational risk management is a 
continuous process and should be integrated into all tasks and operations. In 
addition, Gideon (2000) states that unnecessary risks should be avoided and that 
a business must establish accountability for its success or failure. Financial risks 
are traditionally considered to be the most important risks and cover a broad 
range including fluctuating interest rate levels, currency exchange rates, 
commodity prices, liquidity and equity prices (Azzopardi, 2004:7). Fluctuations in 
the exchange rate can have a negative impact on business cash flow, assets and 
liabilities, net profit and market value. Similarly, fluctuations in the interest rate 
could potentially have a negative influence on the business‟s net profits of its 
investments (Risk Factors and Risk Management, 2010). Variations in the price 
of raw materials affect the commodity price risk of a business. The variation in 
the cost of raw materials affects the cost of manufacturing and, therefore, could 
cause an increase in sales prices. In a competitive market environment, this 
could be damaging to the success of the business (Risk Factors and Risk 
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Management, 2010). In other words, changes in these prices relate to financial 
risk exposure for businesses. 
 
Chapter Three also examined two distinct risk management frameworks, namely, 
the COSO Approach and the Basel Framework since they are considered the 
most popular frameworks and are the most widely implemented. The Basel 
Committee on Banking Supervision was established in 1974 as the Committee 
on Banking Regulations and Supervisory. Meetings were conducted on a regular 
basis and the committee was represented by members from around the world. 
The purpose of the committee was to encourage a convergence towards 
common approaches and supervisory techniques. In 1988, the first Basel Accord 
was approved and released to commercial banks. The most recent version is the 
New Capital Framework/Basel II Framework which was released in 2004. This 
version consists of three pillars to develop and expand on the standardised rules 
for risk management set forth in the 1988 Accord (Basel Committee on Banking 
Supervision, 2009). 
 
The first pillar recommends the minimum capital required by banks in order to 
protect the bank against risk exposures. Pillar 1 focuses on credit, market and 
operational risks and rates the risks according to the risk-return principle 
(Leeladhar, 2005:2). The second pillar requires the implementation of a 
supervisory review in order to identify whether the minimum capital requirements 
identified in Pillar 1 are, in fact, adequate to control the bank‟s risk profile. Pillar 2 
not only includes the risks covered under Pillar 1 but also includes interest rate, 
liquidity, strategic and reputation risks (Leeladhar, 2005:2). The third pillar 
requires banks to adhere to customers, depositor and rating agencies‟ 
expectations to act accordingly with banking regulations. In addition, banks must 
benchmark themselves with competitors in order to create a uniform regulatory 
system (Leeladhar, 2005). The next version will be the Basel III Framework, 
which is expected to be implemented by 2013. This update will disclose the 
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minimum capital requirements and the overall liquidity position of commercial 
banks which are currently not addressed in the Basel II model. 
 
Although the Basel Framework and the COSO Approach are widely used by 
commercial banks, several banks have still undergone bankruptcy due to 
inadequate risk management. Literature would suggest that the major cause of 
banking failures was exposure to credit and operational risks. Dziobek and 
Pazarbasioglu (1997) identified that poor management and weaknesses in 
control procedures influenced a number of bank failures. In addition, Caprio and 
Klingebiel (1996) found that it was a combination of macroeconomic and 
microeconomic factors that was usually responsible for banking failures. 
Recession, terms of trade, poor supervision and poor bank management were all 
highlighted as specific variables that can cause bank failures. Chapter Four, 
therefore, examined bank failures from around the world in order to determine 
reasons for these failures in order to identify gaps in the risk management 
frameworks or guidelines.  
 
In Chapter Four, a trend identified in the global reasons for bank failures was the 
general lack of capital in commercial banks compared to the amount of loans 
they approved. Another contributing factor for bank failures was found to be the 
inexperience of bank managers. In order to obtain a competitive advantage, 
several banks established new branches in the hopes of attracting new 
customers; however, this exposed banks to substantial liquidity risks. Other 
factors that contributed towards several bank failures included a lack of 
supervision from a governing body, fraud and the publishing of inaccurate 
financial statements. With government assistance and the injection of capital, 
some banks were able to survive; however, in most cases the banks relapsed 
due to the fundamental problems not having been addressed suitably. Chapter 
Four concluded with the identification of all the guidelines that are applied by 
commercial banks in order to manage risks. 
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5.3 CONCLUSION 
 
In Chapter Four, Table 4.5 was constructed to identify the commonalities 
between the reasons for bank failures and the risk management guidelines. The 
final framework for the investigation of risk management in commercial banks is 
provided in Table 5.1. The reasons for bank failures that were found to not 
correlate with a risk management guideline were removed from the framework in 
order to reveal the intended risk management framework for commercial banks. 
Table 5.1 contains only the relevant guidelines that have been identified as the 
principles which, when not managed properly, have led to bank failures. The 
following guidelines were found not to be major contributors to bank failures 
amongst the banks that were investigated in this study and were subsequently 
removed from the framework: 
 
 Identify and implement the most appropriate risk management technique to 
address the banks‟ exposure to risk; 
 Commercial banks‟ risk strategy must support the banks‟ overall objectives; 
 Adopt an overall risk culture; 
 Adequately separate bank duties; 
 General risk and risk management should be communicated to the public; 
 Establish a contingency plan to ensure the survival of the bank; 
 Actively involve the board of directors and senior management; 
 Develop an effective risk reporting system; 
 Identify the most influential strategic risks; 
 Document all losses experienced; 
 Communicate the risk measurement technique to the board of directors; 
 Employ skilled or develop skilled staff members; 
 Assist the bank to ensure employee accountability by enforcing internal 
controls; 
 Properly communicate structures to ensure accurate, timely and relevant 
financial risk data. 
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Table 5.1 indicates the risk management guidelines that were found to be major 
contributors to failures among the banks that were investigated in this study. 
Corresponding reasons for bank failures and management principles are 
highlighted in Table 5.1 with similar colours. 
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TABLE 5.1: A FRAMEWORK FOR THE INVESTIGATION OF RISK 
MANAGEMENT IN COMMERCIAL BANKS 
R
RISK 
MAIN MANAGEMENT PRINCIPLE FACTORS 
REASONS FOR 
FAILURE 
 
 Identify and analyse the commercial 
banks risk exposure 
 Continuously monitor the banks‟ 
exposure to risk 
 Bank must define the employee risk 
management responsibilities 
 Establish an overall risk management 
committee 
 Establish internal audit function to 
report to the supervisory board 
  Low level of banking 
supervision 
 Inadequate 
management 
 Extensive fraud 
 Complex group 
structure 
 Micro-lending 
increased liquidity 
demand 
 
 Establish internal risk control and audit 
functions 
 Conduct regular audit function reviews 
 Control adequate documentation of 
internal losses 
 Generate accurate internal loss data 
 Continuously review and updated the 
risk management framework  
 Employ knowledgeable and 
experienced staff 
 Ensure sufficient capital levels 
 Assess supervisory capabilities 
 Inade-
quate 
internal 
proces-
ses 
 Employ-
ee failure 
 Failed 
internal 
systems 
 Extensive fraud 
 Inadequate capital 
position 
 Low level of banking 
supervision 
 Inadequate 
management 
 Inexperienced 
banking supervision 
authority 
 
 
 Provide basic safety training for new 
and skilled employees 
 Develop training methods, safety 
procedures and compliance 
management suggestions 
 Create awareness of employees and 
the various departments‟ 
responsibilities and accountabilities 
 Ensure adequate internal resources  
 Employ trained and skilled staff 
 Level of 
educa-
tion 
 
 
 
 Inadequate capital 
position 
 Low level of banking 
supervision 
 Inadequate 
management 
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RISK  MAIN MANAGEMENT PRINCIPLE FACTORS 
REASONS FOR 
FAILURE 
 
 Evaluate level of acceptable risk 
 Clearly define the responsibilities and 
authority of board of directors, senior 
management and all other employees 
 Maintain adequate capital levels 
 Establish risk limits regarding credit and 
duration of loans 
 Assurance that customers can afford 
loan repayments 
 Annual review of financial risk 
management strategies and principles 
 Establish internal audit function to 
ensure the establishment of adequate 
internal controls 
 The bank must ensure resources are 
available for the management of 
financial risks 
 Credit 
risk 
 Default 
loans 
 Overdraft 
pay-
ments 
 Inadequate capital 
position 
 Credit risk due to 
non-performing 
loans 
 Low level of banking 
supervision 
 Inadequate 
management 
 Extensive fraud 
  
 
Capital inadequacy was identified as the most important reason contributing to 
bank failures with six of the nine countries examined reporting it as a major 
cause of bank failures. Also important was credit risk due to non-performing 
loans and the lack of adequate banking supervision; four out of nine countries 
examined recorded these as reasons for bank failures. Since these are the major 
causes for concern, the risk management framework outlined in Table 5.1 
actively manages these risks. The reasons for bank failures that were identified 
in Chapter Three each correspond with a management principle. This principle 
can, therefore, lead to bank failure if commercial banks fail to adhere to it. 
 
5.4 LIMITATIONS AND RECOMMENDATIONS OF THE STUDY 
  
Although the primary and secondary objectives were met, this study was based 
on qualitative research; therefore the framework developed is based on 
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published literature only. The study would, therefore, have benefitted from 
quantitative research in the form of a survey and/or interviews. The framework 
was solely based on the failed commercial banks selected for this study. This 
may have contributed towards the outcome of the framework since neglected 
bank failures may have brought to light other important reasons for bank crises. 
Understanding the specific models used to manage credit risk and interest rate 
risk were particularly challenging. These models are based on mathematical 
formulae and were difficult to interpret from a theoretical perspective. 
 
In order to rectify these limitations, a quantitative research approach is 
recommended in conjunction with the qualitative research already performed. 
Future studies should address the applicability of this study‟s recommended risk 
management framework to commercial banks. This should be performed by the 
commercial banks themselves through their assessment of the framework to 
determine any shortcomings of the research. This assessment will be performed 
by firstly questioning senior management of commercial banks in order to obtain 
information regarding the specific limitations of their current risk management 
strategies. Any shortcomings that senior management identify should be 
addressed in this proposed risk management framework. Secondly, the 
commercial banks should compare this proposed framework with their current 
risk management framework and determine any additional principles which could 
be beneficial to their current risk management strategies.  
 
Regardless of the above mentioned limitations, this study does provide an 
important contribution to the way risk is managed in South Africa by commercial 
banks. The study‟s risk management framework provides a structured means of 
investigating risks. 
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5.5 CONCLUSION OF THIS STUDY 
 
In general, this study has provided insight into the management of risk in 
commercial banks, both globally and in South Africa. Specifically, this study 
examined all the various risks that influence the success of a commercial bank. 
This study then identified the guidelines used by commercial banks to manage 
these risks on a continuous basis. 
 
Management of risk in commercial banks is important since risk takes on many 
different forms i.e. strategic, operational and financial. Each of these forms of risk 
can have a negative impact on the profitability of commercial banks. Due to the 
fact that the South African banking industry is highly competitive, emphasis has 
been placed on the importance of an effective risk management strategy. 
Globally, it seems as though the importance of risk management is only realised 
after a country enters a recession or experiences a bank failure. This trend has 
again been seen with the most recent financial crisis which is taking place in 
Greece currently (2011). All banks should have an adequate risk management 
strategy in place in order to prevent these types of financial crises. 
 
This study established a risk management framework that identified the 
guidelines that should be followed by commercial banks in order to manage risk 
effectively. Of these guidelines, capital inadequacy, credit risk due to non-
performing loans and a lack of banking supervision were found to be the most 
important as a large number of banks reported these as the reasons that their 
banks failed. This study‟s risk management framework may be useful to banks in 
order to have a structured way of investigating risks and identifying means of 
managing these risks more efficiently. 
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